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Motivation & Problem
• Vulnerabilities in code cause more than a billion of users’ data to be exposed each year. A 1.5 times 

increase year over year [1].

• Yearly CVE releases have tripled since 2017 to around 40,000 in 2024 [2].

• Traditional tools (SAST, formal verification) are widely used to detect faults, but their effectiveness 
varies greatly.

• Uncertainty on what types of CWE are covered and how well are they covered by such tools.

• Can LLMs be effective tools to augment or replace traditional static analysis?

• How effective are tool combinations? What are the best combinations?

• Lack of standardized metrics to evaluate single or tool combinations.

[1] Ani Petrosyan, Statista, Annual number of data compromises and individuals impacted in the United States from 2005 to 2024 
[2] Kaaviya, cyberpress.org, Over 40,000 CVEs Published in 2024, Marking a 38% Increase from 2023
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https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/


Research Questions
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Bad API Documentation

Closed-source tools

No CLI interface Cloud Connection

Trial license

No Trial

Restrictive ToS

Contact Sales…

No viable datasetBugs in C software

Rate limits
API Costs

Mandatory repositories
Custom output formats

Missing Finding Properties

Slow Runtime

Errors in code



What is a 
Weakness?

Is there a vulnerability in this snippet?

Yes, technically printf can return an 
error and we did not handle it.
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Common 
Weakness 
Enumeration

CWE is a standardized system 
that categorizes and defines 
software and hardware security 
weaknesses to facilitate 
consistent vulnerability 
identification, assessment, and 
mitigation across tools and 
organizations.

https://cwe.mitre.org/
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Types of Static Analysis
Aspect Stati Application 

Security Testing (SAST)
Formal Verification 
(FV)

Large Language Model 
(LLM)

Approach Rule-based pattern 
matching, data flow 
analysis, taint analysis

Mathematical proofs of 
correctness

AI-based pattern 
recognition and 
reasoning

Strengths • Fast runtime
• Broad coverage
• Easy integration

• Low false positives
• Verification 

guarantees

• High adaptability
• Detection without 

explicit rules

Weaknesses • High false positive 
rate

• Limited semantic 
reasoning

• Limited scalability 
with codebase size

• Inability to detect 
non-formal issues

• Limited context 
window

• Price
• Hallucinations and 

false positives
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Existing Datasets
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What is CASTLE?

• A benchmarking framework to test static code analyzers

• Consists of 250 compilable, labeled C applications, with 10,000+ LoC

• 150 (60%) of the hand-crafted applications contain one weakness (25 CWEs)

• Wrappers for automated tool evaluation (container, API, report)

• CASTLE Score metric for opinionated evaluation

• CASTLE Combination Score for evaluation of tool combinations
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CASTLE: CWE Automated Security Testing and Low-level Evaluation
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Example test 
(CASTLE-
787-1.c)
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The CASTLE Metric

Let:
t: tool (SAST, FV, LLM)
d: tests
di, weakness in test i
vi, correct weakness label for test I
tcwe, position of a CWE in the MITRE top list

Bonus Point Formula

Tool Score Formula
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Results
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Theoretical maximum: 1250
No findings: 200



Results
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TP = True Positive
TN = True Negative
FP = False Positive
FN = False Negative
P = Precision
R = Recall
A = Accuracy

* All tests were run in 
February 2025



Tool
Combination
Deltas

CASTLE
Benchmark



Limitations

• Microbenchmark focuses on a single vulnerability in an isolated context

• Small file size: real-world applications are longer than 42 lines

• Long-term “overfitting”: vendors may focus on specific vulnerabilities present here

• Some deviations between runs, especially for LLMs (<3%)

• This study only focuses on the C language, it is hard to generalize
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Conclusion

• LLMs show great promise moving forward for security analysis with 
the best current model achieving the highest score of 955 points. 
However, they won’t perform as good for larger code bases.

• FV methods provide the most consistent findings on average, but 
they are much more limited on the types of issues they find.

• SAST tools have a high false-positive rate, but they find most 
higher-level issues coming from semantic issues.

• Tool combinations can be better than a single one if chosen 
correcylt, out highest tested was 24% better

• The CASTLE Score provides a clear and comparable measure of 
single and combined tool performance.



Future Work

• Extend the code dataset for other common languages (Python, JavaScript, …)

• Introduce random noise with correct functions into the tests to make ”overfitting” more difficult

• Introduction of complex vulnerability chains

• Testing LLMs using RAG

• Testing LLM refining of static analyzer outputs
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Thank you for your attention!

Questions?
Contact:
richard@dubniczky.com
linkedin.com/in/dubniczky
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Repository:
https://github.com/CASTLE-Benchmark
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