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ESBMC Verification Approach Strengths & Weaknesses Demo Contribute!

—~SBMC Gadelha et al., ASE’18

- SMT-based bounded model checker of single- and multi-threaded
C/C++ programs

turned 10 years old in 2018 &

. Gombines BMC, k-induction and abstract interpretation:

nath towards correctness proof

OuUg hunting

- Exploits SMT solvers and their background theories

optimized encodings for pointers, bit operations, unions,
arithmetic over- and underflow, and floating-points
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—~SBMC Gadelha et al., ASE’18

- SMT-based bounded model checker of single- and multi-threaded
C/C++ programs

arithmetic under- and overﬂovv\
pointer safety

array bounds

division by zero cen m -
> built-in properties

memory leaks

atomicity and order violations
deadlock

data race

user-specified assertions )
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—~SBMC Architecture

- ESBMC uses a k-induction proof rule to verify and falsify
properties over C programs

ANSI-C
Source
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—~SBMC Architecture

- ESBMC uses a k-induction proof rule to verify and falsify
properties over C programs

ANSI-C

ANSI-C | Scan | AST
Source j clang ]

\~ ESBMC uses clang’s API
to access and traverse

the program AST, not
LLVM bytecode.
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—~SBMC Architecture

- ESBMC uses a k-induction proof rule to verify and falsify
properties over C programs

ANSI-C

ANSI-C | Scan | AST
Source j clang ]

N

clang can simplify the input
program (e.g., calculate sizeof
expressions, evaluate static asserts)
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—~SBMC Architecture

- ESBMC uses a k-induction proof rule to verify and falsify
properties over C programs

ANSI-C

ANSI-C | Scan | AST
Source . clang ]

ESBMC provides
compilation error messages!
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—~SBMC Architecture

- The CFG generator takes the program AST and transforms it into
an equivalent GOTO program

- only of assignments, conditional and unconditional branches, assumes, and
assertions.

ANSI-C GOTO

ANSI-C Scan AST | Control-flow Program
Source > clang > Graph >
Generator
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—~SBMC Architecture

- ESBMC perform a static analysis prior to loop unwinding and
(over-)estimate the range that a variable can assume

“rectangular” invariant generation based on interval analysis (€.9., a < X < b)

k-induction
algorithm
|
ANSI-C GOTO : : SSA
ANSI-C Scan AST | Control-flow Program Sym bqllc Form
Source clang »  Graph 7 Execution ——
Generator Engine

Invariant Inference Based on
Interval Analysis

- Abstract-interpretation component from CPROVER

- Only for integer variables
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—~SBMC Architecture

- ESBMC perform a static analysis prior to loop unwinding and
(over-)estimate the range that a variable can assume

“rectangular” invariant generation based on interval analysis (€.9., a < X < b)

k-induction
algorithm
I
[
ANSI-C GOTO v SSA
ANSI-C Scan AST | Control-flow | program | Symbolic | Form
Source > clang > Graph » Execution ————
Generator Engine
& International Journal on Software Tools for Technology Transfer
LHLY February 2017, Volume 19, Issue 1, pp 97-114 | Cite as

Handling loops in bounded model checking of C
programs via k-induction

Authors Authors and affiliations

Mikhail Y. R. Gadelha, Hussama |. Ismail, Lucas C. Cordeiro [~
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—~SBMC Architecture

- The back-end is highly configurable and allows the encoding of quantifier-
free formulas

bitvectors, arrays, tuple, fixed-point and floating-point arithmetic (all solvers), and
linear integer and real arithmetic (all solvers but Boolector).

k-induction
algorithm
|
|
ANSI-C GOTO Yy SSA
ANSI-C Scan AST | Control-flow Program Symbqllc Form SMT C A =P
> clang > Graph » Execution > >
Source : Solver
Generator Engine

MathSAT, CVC4 and Yices

Boolector (default), Z3, T
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—~SBMC Architecture

The back-end is highly configurable and allows the encoding of quantifier-
free formulas

bitvectors, arrays, tuple, fixed-point and floating-point arithmetic (all solvers), and
linear integer and real arithmetic (all solvers but Boolector).
Correctness >
Witqess

k-induction
algorithm Property
: holds to any
ANSI-C GOTO y SSA bound k
ANSI-C Scan AST Control-flow Program Symbqllc Form SMT C AP /
> clang > Graph > Execution > >
Source : Solver
Generator Engine
Property
violation

Violation
Witness
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Strengths & Weaknesses

. Strengths

Reach-Safety
ECA (score: 1113)
-loats (score: 790)
Heap (score: 300)
v Product Lines (score: 787)
e Falsification (score: 1916)
Arithmetic, floating point arithmetic

User-specified assertions

the use of invariants increases the number of correct proofs in ESBMC by
about 7%

- Weaknesses

need relational analysis that can keep track of relationship between variables
14



unsigned int s = 1;
int main() {
while (1) {
unsigned int input
if (input > 5) {
return 0;

__VERIFIER nondet int();

} else if (input == 1 && s == 1) {
s = 2;

} else if (input == 2 && s == 2) {
s = 3;

} else if (input == 3 && s == 3) {
s = 4;

} else if (input == 4 && s == 4) {
s = 5;

} else if (input ==
___VERIFIER error()
}

5 && s > 5) { // unsatisfiable
s // property violation

Simplified safe program extracted from SV-COMP 2018
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ESBMC

Verification Approach Strengths & Weaknesses Demo Contribute!

unsigned int s = 1;
int main() {
while (1) {
unsigned int input
if (input > 5) {
return 0;

__VERIFIER nondet int();

} else if (input == 1 && s == 1) {
s = 23
} else if (input == 2 && s == 2) {
S = 3;
} else if (input == 3 && s == 3) {
s = 4;
} else if (input == 4 && s == 4) {
s = 53
} else if (input == 5 && s > 5) { // unsatisfiable
___VERIFIER error(); // property violation
}
}
}
Program under Enable k-induction Enable interval
verification instead of plain BMC analysis
| 1 I
1 1 I

esbmc main.c --k-induction --interval-analysis
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ESBMC

unsigned int s = 1;
int main() {

while (1) {
unsigned int
if (input >

}
}
}
}
}
}

return 0;
else if (1
s = 2;
else if (1
s = 3;
else if (1
s = 4;
else if (1
s = 53

Verification Approach

Strengths & Weaknesses

without interval analysis

else if (input == 5 && s > 5) { // unsatisfiable

___VERIFIER error();

// property violation

Demo

Contribute!
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with interval analysis

SSUME s <= 5 && 1 <= s

unsigned int s
int main() {
while (1) {
unsigned int input
if (input > 5) {
return 0;

__VERIFIER nondet int();

} else if (input == 1 && s == 1) {
s = 2;

} else if (input == 2 && s == 2) {
s = 3;

} else if (input == 3 && s == 3) {
s = 4;

} else if (input == 4 && s == 4) {
s = 5;

~—

} else if (input
___VERIFIER error
}

5 && s > 5) { // unsatisfiable
: // property violation

18
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with interval analysis \

SSUME s <=5 && 1 <= s

unsigned int s = 1;
int main() { (ASSUME s <= 5 && 1 <= s
i (@)
while (1) {

unsigned 1nt input
if (input > 5) {
return 0;

__VERIFIER nondet int();

} else if (input == 1 && s == 1) {
s = 2;
} else if (input == && s == 2) {
s = 3;
} else if (input == && s == 3) {
s = 4;
} else if (input == && s == 4) {
s = 53
} else if (input == && s > 5) { // unsatisfiable

___VERIFIER error(); // property violation
}
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with interval analysis \

SSUME s <=5 && 1 <= s

unsigned int s = 1;
int main() { (ASSUME s <= 5 && 1 <= s
while (1) { <£/
unsigned int input = __VERIFIER nondet int();
if (input > 5) { ASSUME s <= 5 && 1 <= s && 6 <= input
return 0; <i/
} else if (input == 1 && s == 1) {
s = 2;
} else if (input == 2 && s == 2) {
s = 3;
} else if (input == 3 && s == 3) {
s = 4;
} else if (input == 4 && s == 4) {
s = 53
} else if (input == && s > 5) { // unsatisfiable

___VERIFIER error(); // property violation
}
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with interval analysis \

SSUME s <=5 && 1 <= s

unsigned int s = 1;
int main() { (ASSUME s <= 5 && 1 <= s
while (1) { <£/
unsigned int input = __VERIFIER nondet int();
if (input > 5) { ASSUME s <= 5 && 1 <= s && 6 <= input
return 0; <i/
} else if (input == 1 && s == 1) { <:5ASSUME s == 1 && input ==
s = 2; 4
} else if (input == 2 && s == 2) {
s = 3;
} else if (input == 3 && s == 3) {
s = 4;
} else if (input == 4 && s == 4) {
s = 53
} else if (input == && s > 5) { // unsatisfiable

___VERIFIER error(); // property violation
}
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with interval analysis \

SSUME s <=5 && 1 <= s

unsigned int s = 1;
int main() { (ASSUME s <= 5 && 1 <= s
while (1) { <£/
unsigned int input = __VERIFIER nondet int();
if (input > 5) { ASSUME s <= 5 && 1 <= s && 6 <= input
return 0; <i/
} else if (input == 1 && s == 1) { dASSUME s == 1 && input == 1
s = 2; 4
} else if (input == 2 && s == 2) { .
s = 3; <:LDASSUME s == 2 && 1lnput == 2
} else if (input == 3 && s == 3) {
s = 4;
} else if (input == 4 && s == 4) {
s = 53
} else if (input == && s > 5) { // unsatisfiable

___VERIFIER error(); // property violation
}
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with interval analysis \

SSUME s <=5 && 1 <= s

unsigned int s = 1;
int main() { (ASSUME s <= 5 && 1 <= s
while (1) { <£/
unsigned int input = __VERIFIER nondet int();
if (input > 5) { ASSUME s <= 5 && 1 <= s && 6 <= input
return 0; <i/
} else if (input == 1 && s == 1) { dASSUME s == 1 && input == 1
s = 2; 4
} else if (input == 2 && s == 2) { .
s = 3; <:LDASSUME s == 2 && 1lnput == 2
} else if (input == 3 && s == 3) {
s = 4; |ASSUME s == 3 && input == 3
} else if (input == 4 && s == 4) { 2
s = 53
} else if (input == && s > 5) { // unsatisfiable

___VERIFIER error(); // property violation
}
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with interval analysis

SSUME s <=5 && 1 <= s

unsigned int s = 1;
int main() { (ASSUME s <= 5 && 1 <= s
while (1) { <é/
unsigned int input = __VERIFIER nondet int();
if (input > 5) { ASSUME s <= 5 && 1 <= s && 6 <= input
return 0; <i/
} else if (input == 1 && s == 1) { dASSUME s == 1 && input == 1
s = 2; 4
} else if (input == 2 && s == 2) { .
s = 3; <:E-;//ASSUME s == 2 && 1lnput == 2
} else if (input == 3 && s == 3) {
s = 4; |ASSUME s == 3 && input == 3
} else if (input == 4 && s == 4) { 2
s = 5; :
} else if (input == \ASSUME s == 4 && 1nput == 4

5 & s > 5) { // unsatisfiablg®
___VERIFIER error(); // property violation

}
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ESBMC Verification Approach Strengths & Weaknesses Demo

with interval analysis

SSUME s <=5 && 1 <= s

Contributel

unsigned int s = 1;
int main() { (ASSUME s <= 5 && 1 <= s
while (1) { <é/
unsigned int input =  VERIFIER nondet int();
if (input > 5) { ASSUME s <= 5 && 1 <= s && 6 <= input
n ©,
return 0;
} else if (input == 1 && s == 1) ASSUME s == 1 && input == 1
s = 23 4
} else if (input == 2 && s == 2) {
g = 3;‘ <:E-;//ASSUME s == 2 && input == 2
} else if (input == 3 && s == 3) {
s = 4; (ASSUME s == 3 && input == 3
} else if (input == 4 && s == 4) { g
s = 5; :
} else if (input == 5 && s > 5) { // unsatisfiabl 7\ASSUME S == 4 & imput == 4

___VERIFIER error(J); erty violation
} ASSUME s <= 5 && 1 <=

s && input <= 5

} B

25




unsigned int s = 1;

int main() {
N
while (1) { @
unsigned 1nt input =  VERIFIER nondet int();

if (input > 5) {

Demo

with interval analysis

SSUME s <=5 && 1 <= s

ASSUME s <= 5 && 1 <= s

returltl *** Checking inductive step

Starting Bounded Model Checking

Unwinding loop 1 iteration 1 file svcomp2018.
Not unwinding loop 1 iteration 2 file svcomp?
Symex completed in: 0.001ls (82 assignments)
Slicing time: 0.000s (removed 22 assignments)

Generated 1 VCC(s), 1 remaining after simplification (60 assignments)

No solver specified; defaulting to Boolector

Encoding remaining VCC(s) using bit-vector arithmetic

Encoding to solver time: 0.000s
Solving with solver Boolector 3.0.0
Encoding to solver time: 0.000s
Runtime decision procedure: 0.001s
BMC program time: 0.003s

VERIFICATION SUCCESSFUL

Solution found by the inductive step (k = 2)

ASSUME s <= 5 && 1 <= s && 6 <= input

c line 17 function main
@18.c line 17 function main
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ESBMC

Timeins

Falsification

1000

Verification Approach

Strengths & Weaknesses Demo Contribute!
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ESBMC Verification Approach Strengths & Weaknesses Demo

Thank you!

More information available at http://esbmc.org/

15:63 9

<« Camera
& ssvlab.github.io

ESBMC

An Efficient SMT-based Bounded Model Checker.
GitHub

Documentation

News

Publications

SV-COMP

People

Applications

Download Archive

Third Party Contributions
Index of /benchmarks

ESBMC is an open source, permissively licensed, context-
bounded model checker based on satisfiability modulo
theories for the verification of single- and multi-threaded
C/C++ programs. It does not require the user to annotate
the programs with pre- or postconditions, but allows the
user to state additional properties using assert-
statements, that are then checked as well. Furthermore,
ESBMC provides two approaches (lazy and schedule
recording) to model check multi-threaded programs. It
converts the verification conditions using different
background theories and passes them directly to an SMT
solver. In addition, ESBMC provides C++ and Python APIs
to access to the internals of ESBMC, allowing inspection
and extension at any stage of the verification process.

ESBMC is a joint project with the Federal University of
Amazonas, University of Bristol, University of Manchester,
University of Stellenbosch, and University of
Southampton.

News

Il LTE @m)

Contribute!
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