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Research ODbjectives

leverage program analysis/synthesis to
Improve coverage and reduce verification
time for finding vulnerabilities in software

leverage program analysis/synthesis to
achieve correct-by-construction software
systems considering safety and security
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70 percent of all security m :

bugs are memory safety mn Microsoft
Issues

NnThe majority of vulnerabil i1 ti

Inadvertently inserting memory corruption bugs into their C and
C++ code. As Microsoft increases its code base and uses
more Open Source Software I n |
getting betwersei {29 19et ©i ng

We closely study the root cause trends of vulnerabilities & search for patterns

% of memory safety vs. non-memory safety CVEs by patch year

https://www.zdnet.com/article/microsoft-70-percent-of-all-

security-bugs-are-memory-safety-issues/



https://www.zdnet.com/article/microsoft-70-percent-of-all-security-bugs-are-memory-safety-issues/

Security Vulnerabilities

void main(){
int x= getPassword ();

int getPassword () {

_ if(X){
char buf[4]; printf ( iAc cess \nDe),i ed
gets( buf); exit(0);
return strcmp (buf, 0 SMT0) ; ]
}

printf ( AAccess \Goant ed

}

A What happens if t&® user enters

A On a Linux x64 platform running GCC 4.8.2, an input consisting of 24
arbitrary characters followed by ], <ctrl-f>, and @, will bypass the
AAccess nikssagee d o

N

A A longer input will run over into other parts of the computer memory

Exciting research projects “\"

concerning software security %@ m

and automated reasoning: EnnCore  scorCH %LEGANT



Boolean Satisfiability (SAT)

AThe SAT problem asks whether a given Boolean
formula Is satisfiable

SAT = { <0 satisfiablé Boolsan farmula}

A Example:
00 = ;- 2)Ux((xx,2 x3) Ux,)) D %,

o0 Assignment: <x,; =0, X,=0, X3=1, x,= 1>

ol = -(0fWx((x02 1)UL)DTX

s . unit propagation,
ou = L\Je(l Vel conflict clauses and
o =00 o

non-chronological
backtracking




DPLLsatisfiability solving

Given a Boolean formula U in clausal form (an AND of ORS)

{{a, b}, {-a, b}, {a,~b}, {-a,~b}}

determine whether a satisfying assignment of variables to
truth values exists.

Solvers based on Davis-Putnam-Logemann-Loveland algorithm:

1.
2.
3.

If G =0 then SAT {{a, b}, {-a, b}, {a,~b}}

if N 0 then UNSAT o m fawm true

IfG =06 {x}then DPLL(GAX[™ true])
G =G6 {-x} then DPLL(GOX™ false]) 'oh UPH bl

Pick arbitrary x and return b 7 falsg b 7 true |b 7 true
DPLL(U[x M false])™ DPLL(U[x™ true]) {1} {} n

NP-complete but many heuristics and optimizations
t can handle problemswith1 , 0 0 0 , oDvari@kdes




SAT solving as enabling technology
SAT/SMT Solver Research Story

A 1000x Improvement

1,000,000 Constraints

100,000 Constraints

10,000 Constraints

|,000 Constraints
1998 2001 2004 2007 2010
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Satisfiability Modulo Theories

SMT decides the satisfiability of first-order logic formulae
using the combination of different background theories

Theory Example
Equality X=X, @X (X;=X3) Y X (X;=X3)
Bit-vectors (b>>1)&l1=1

Linear arithmetic (4y, + 3y,2 4) U(y, T 3y, ¢ 3)
Arrays (i=k@alk]=2) Y alj]=2
Combined theories |(j ¢ k @a[j]=2) Y a[i] <3




Satisfiability Modulo Theories

SMT decides the satisfiability of first-order logic formulae
using the combination of different background theories

Theory Example
Equality X,=Xo DX (X;=X3) Y X (X;=X3)
Bit-vectors (b>1)&1=1

Linear arithmetic (4y, + 3y,2 4) U(y, T 3y, ¢ 3)
Arrays (i=k@alk]=2) Y alj]=2
Combined theories |(j ¢ k @a[j]=2) Y a[i] <3

(@>0)" (b>0)t (a+b>0)
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Satisfiability Modulo Theories

SMT decides the satisfiability of first-order logic formulae
using the combination of different background theories

Theory Example
Equality X,=Xo DX (X;=X3) Y X (X;=X3)
Bit-vectors (b>>1)&l1=1

Linear arithmetic (4y, + 3y,2 4) U(y, T 3y, ¢ 3)
Arrays (i =k @alk]=2) Y a[j]=2
Combined theories |(j ¢ k @a[j]=2) Y a[i] <3

=]t select(store (a,i,V),]) =V
|, Jt+ select(store (a, I, v), ) = select(q, |)



Satisfiability Modulo Theories

SMT decides the satisfiability of first-order logic formulae
using the combination of different background theories

Theory Example
Equality X,=Xo DX (X;=X3) Y X (X;=X3)
Bit-vectors (b>>1)&l1=1

Linear arithmetic (4y, + 3y,2 4) U(y, T 3y, ¢ 3)
Arrays (i=k@alk]=2) Y alj]=2

Combined i ¢kDalj]=2)Y a[j]<3
theories




SMT-based Verification

AGiven

A a decidable &-theory T
A a quantifier-free formula j

] is T-satisfiable iff T C {j } is satisfiable, i.e., there exists a
structure that satisfies both formula and sentences of T

AGiven

A a set GC {j } of first-order formulae over T

j is aT-consequence of G(G{i, j ) iff every model of T C G
IS also a model of |

AChecking Gii;j can be reduced in the usual way to
checking the T-satisfiability of GC {—] }



Bounded Model Checking (BMC)

Basic idea: check negation of given property up to given depth

F . . . . . N+ . __.-property
TJoU 1 U AU Y| U "
transition © " O O e OO
system " |\/IO Ml |\/|2 |\/Ik-l Mkk\
\ counterexample trace Y, bound

A Transition system M unrolled k times
i for programs: | oops, recursio

A Translated into verification condition y such that
y satisfiable iff ] has counterexample of max. depth k

BMC has been applied successfully to
verify HW and SW



Software BMC

A program modelled as transition system
| state: pc and program variables
I derived from control-flow graph

int getPassword () {
char buf[2];
gets( buf);

return strcmp (buf, 0 ML ¢

}

void main(){
int x=getPassword();

If(){

printf (AAccwDY|;

exit(0);
}

printf(AAccaemsd)|;

}

| 1-intaf2], i, x; |

v

| 2. if 1(x==0) then goto 7 }—l
¥




Software BMC

A program modelled as transition system
| state: pc and program variables
I derived from control-flow graph
I added safety properties as extra nodes

int getPassword () {
char buf[2];
gets( buf);

return strcmp (buf, o0 ML 0Q

}

void main(){
int x=getPassword();

If(){

printf (AAccwDY|;

exit(0);
}

printf(AAccaemsd)|;

}

| 1 1[2] |

|2 if I(x==0) then gt o7 I—l
| 3rassert1>=0 | | T-assert2 +i>=0 |
v N
| 4 assert1<2 | | 8 assert2 +1<2 |
v v
| 5:ai] = 0 | | 9 afi+2] = 1 |
v )
| 6: goto 10 |_9|10as t1+i>=0 |
7
| M:assert 1 +1<2 |
v
‘12 sert afi+1] == 1 |
¥
|




int getPassword () {

Software BMC char  buf[2]

gets( buf);
return strcmp (buf, 0 ML ¢

A program modelled as transition system J

void main(){

I state: pc and program variables int x=getPassword();
i derived from control-flow graph et haccmos|
I added safety properties as extra nodes }e"‘t(o)?

A program unfolded up to given bounds ~ |,P"' "t RACCAR®)E

| 1:intaf2], 1, x; |

v

| 2: if I(x==0) then goto 7 I—l
¥
| 3rassert1>=0 T assert

| |
T
4: asserti <2 | | 8: assert 2 2 I
v ]
| ali] = 0, | | 9: afi+2] = 1 |
v v
| 6: goto 10 |—->| 10: assert1+i>=0 |
5
| 1 t1+i<2 |
v
‘12 sert afi+1] == 1 |
¥
| n




Software BMC

A program modelled as transition system
| state: pc and program variables
I derived from control-flow graph
I added safety properties as extra nodes

A program unfolded up to given bounds

int getPassword () {
char buf[2];
gets( buf);
return strcmp (buf, 0 ML ¢

}

void main(){
int x=getPassword();

If(){

printf (AAccwD9y|;

exit(0);
}

printf(AAccaemsd)|;

}

A unfolded program optimized to reduce blow-up ﬂ

I constant propagation )
I forward substitutions \ crucial
I unreachable code

| 1-intaf2], i, x; |
¥
| 2 if I(x==0) then goto 7 }—l
¥
T assert2 +i

3rassert1>=0

L'
8 assert2 +1<2
v

4 assert1<2

| 9[2]1

| 5 ali] = 0:

(]

| 6: goto 10 HWO sert 1 +

11 assert1+1<2

v

‘ 12: assert a[i+1] == 1

¥

| 13: return nondet(int)

¥

| 14: end function




Software BMC

A program modelled as transition system
| state: pc and program variables
I derived from control-flow graph
I added safety properties as extra nodes

A program unfolded up to given bounds

int getPassword () {
char buf[2];
gets( buf);
return strcmp (buf, 0 ML ¢

}

void main(){
int x=getPassword();
if(x{
printf (AAccwDY|;
exit(0);
}
printf(AAccénsad)|;

}

A unfolded program optimized to reduce blow-up ﬂ

I constant propagation )
I forward substitutions \ crucial
I unreachable code

A front-end converts unrolled and
optimized program into SSA

g, =X 1 ==
a,=a,WITH[i ,:=0]
a, =a,

az=a, WITH [2+i ,:=1]
a4=017a;:a;,

ty =a 4 [1+ o] ==



Software BMC

A program modelled as transition system
| state: pc and program variables
I derived from control-flow graph
I added safety properties as extra nodes

A program unfolded up to given bounds

int getPassword () {
char buf[2];
gets( buf);
return strcmp (buf, o0 ML 0Q

}

void main(){
int x=getPassword();
if(x{
printf (AAccwDY|;
exit(0);
}
printf(AAccaemsd)|;

}

A unfolded program optimized to reduce blow-up ﬂ

I constant propagation )
I forward substitutions \ crucial
I unreachable code

A front-end converts unrolled and
optimized program into SSA

&9, :=(x =0) 2
gﬂai = storea, ,i,,0) 3
C:=a, =a, u
u

2®a3 = storea,,2+iy,1);
&a, =ite(g,,a,8,) Y

g2 00i, <2 o

A extraction of constraints C and properties P 5. &2+i,* 022+i, <2,

&Il +i,2 0Q1+i,<2 U
é . )
&dselecla, i, +1)=1



Software BMC

A program modelled as transition system
| state: pc and program variables
I derived from control-flow graph
I added safety properties as extra nodes

A program unfolded up to given bounds

int getPassword () {
char buf[2];
gets( buf);
return strcmp (buf, o0 ML 0Q

}

void main(){
int x=getPassword();
if(x{
printf (AAccwDY|;
exit(0);
}
printf(AAccaemsd)|;

}

A unfolded program optimized to reduce blow-up ﬂ

I constant propagation )
I forward substitutions \ crucial
I unreachable code
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A extraction of constraints C and properties P 5. &2+i,* 022+i, <2,

&Il +i,2 0Q1+i,<2 U

I specific to selected SMT solver, uses theories  &selecta, i, +1)=1



Software BMC

A program modelled as transition system
| state: pc and program variables
I derived from control-flow graph
I added safety properties as extra nodes

A program unfolded up to given bounds

int getPassword () {
char buf[2];
gets( buf);
return strcmp (buf, o0 ML 0Q

}

void main(){
int x=getPassword();
if(x{
printf (AAccwDY|;
exit(0);
}
printf(AAccaemsd)|;

}

A unfolded program optimized to reduce blow-up ﬂ

I constant propagation )
I forward substitutions \ crucial
I unreachable code

A front-end converts unrolled and
optimized program into SSA

&9, :=(x =0) 2
gﬂai = storea, ,i,,0) 3
C:=a, =a, u
u

2®a3 = storea,,2+iy,1);
&a, =ite(g,,a,8,) Y

g2 00i, <2 o

A extraction of constraints C and properties P 5. &2+i,* 022+i, <2,

&Il +i,2 0Q1+i,<2 U

I specific to selected SMT solver, uses theories  &selecta, i, +1)=1

A satisfiability check of C™ -P



Difficulties In proving the correctness of
programs with loops in BMC

A BMC techniques can falsify properties up to a given depth k

I prove correctness if an upper bound of k is known (unwinding
assertion)

» BMC tools typically fail to verify programs that contain bounded
and unbounded loops
4,294,967,295

n start —:- loop unwindings
S, ==2£:{1==?1a,ﬂ,2:l llll"

i=1 n>1
G@mpute bID (ncrement)
: . sn=sn+a .
the loop will be unfolded 2™1 times i>n

(in the worst case, 2321 times on 32 _
bits integer)

sn==n*a




Induction-Based Verification for Software

kK-induction checks loop-free programs...

A base case (base)): find a counter-example with up to k loop
unwindings (plain BMC)

A forward condition (fwd,): check that P holds in all states
reachable within k unwindings

A inductive step (step,): check that whenever P holds for k
unwindings, it also holds after next unwinding

I havoc state
T run K iterations
I assume invariant

T run final iteration

iterative deepening if inconclusive



Induction-Based Verification for Software

k=1
while k<=max_iterations
If basep ;. then
return trace s[0..k]
else
k=k+1
if fwd ,, then
return true

else If step 4, then
return  true
end If
end

return unknown

do

unsigned Iint Xx=%
while (x>0) x --;
assume(x<=0);
assert(x==0);

unsigned Iint Xx=%
while (x>0) x --;
assert(x<=0);
assert(x==0);

unsigned Iint Xx=%
assume(x>0);
while (x>0) x --;
assume(x<=0);
assert(x==0);




Automatic Invariant Generation

A infer invariants using intervals, octagons, and convex
polyhedral constraints for the inductive step

ax 00 wa ,Q@antba x

Ire. dg.

+++++++++

» X

intervals

» X

octagons

by O ¢c

» X

convex polyhedral

A use existing libraries to discover linear/polynomial relations
among integer/real variables to infer loop invariants

I compute pre- and post-conditions



Verifying Multi-threaded Programs

Idea: iteratively generate all possible interleavings and call
the BMC procedure on each interleaving

A symbolic model checking: on each individual interleaving

A explicit state model checking: explore all interleavings

void *threadB (void * arg) {

void *threadA (void * arg){
lock(& mutex );

lock(& mutex );

X+, Vst

if (x ==1) lock(&lock); 6 == 1) lock(&lock); (CS2)
unlock(& mutex ); (CS1) Deadlock <ock(& mutex );

lock(& mutex ); (CS3 CK(& mutex );

- Ay

If (y == 0) unlock(&lock);
unlock(& mutex );

If (x == 0) unlock(&lock);
unlock(& mutex );

) )




Lazy Exploration of the Reachability Tree

------------------------------------
* .
-

i Up:tyain0,  <—— active thread, context bound
initial state —* vall=0, val2=0, _
i m1=0, mZ=0 globalandlocalvariables

« o
----------------------------------



Lazy Exploration of the Reachability Tree

------------------------------------
* .
-

i Up:tyain0,  <—— active thread, context bound
initial state —* vall=0, val2=0, _
i m1=0, mZ=0 globalandlocalvariables

« o
----------------------------------

CSl

CS2




Lazy Exploration of the Reachability Tree

------------------------------------
* .
-

i Up:tyain0,  <—— active thread, context bound
initial state — vall=0, val2=0, : _
: mF&=E0 global and local variables
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-------------------------------
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! ’ Xpansion rul
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CS1
CS2

——> execution paths



Lazy Exploration of the Reachability Tree

------------------------------------
* .
-

i Up:tyain0,  <—— active thread, context bound
initial state — vall=0, val2=0, : _
i m1=0, mZ=0 globalandlocalvariables

« o
-------------------------------

expansion rules

Uj: ttwoStage’]-’ SyntaX'direCted
vall=0, val2=0,
e

ml=1, m2 =(Q,
i CS1
U2: 1:twoStage’Z’
vall=1, val2=0, )
[ ml=1, le Interleaving completed, so
/ call single-threaded BMC

//\ J

——> execution paths



Lazy Exploration of the Reachability Tree

------------------------------------
*

Uo * Tnain: 0, <_— active thread, context bound

initial state — vall1=0, val2=0, i
: m =71, global and local variables

« “
-------------------------------

ul: ttwoStage’]-’ )
vall=0, val2=0, | backtrack to last unexpanded node
m1—1 m2 =0, :
and continue
- / ---------------------- S
u2 1:twoStage’ U3: treader’2’

vall=1, val2=0, vall=0, val2=0,
ml=1, m 2 md =1, m2F0, é

/ Cs?2
/

——> execution paths
----> Dblocked execution paths (eliminated)




Lazy Exploration of the Reachability Tree

------------------------------------
*

Uo * Tnain: 0, <_— active thread, context bound

initial state —>. vall=0, val2=0,
: m f—o—éylobal and local variables
ul: ttwoStageil’
val1=0, val2=0, | backtrack to last unexpanded node
ml 1, m2 =40, :
and continue

// """""""""""""""""""

Us. 1:twoStage lIJS: treader|’2’ \

vall=1, val2= O vall=0, val2=0, : : :

mi=1, m2kbma=1, mz}| Symbolicexecutioncan statically
/ N determine that path is blocked

(encoded in instrumented mutex-op)

——> execution paths
----> Dblocked execution paths (eliminated)

~N




Lazy Exploration of the Reachability Tree

------------------------------------
*

P U Tgin0, <_— active thread, context bound
initial state —# val1=0, val2=0,

: m1=0, mf—o—eglobal and local variables

Uj. ttwoStage’]-’ Uy treader’]-’
vall=0, val2=0, vall=0, val2=0,
m1:1 m2— . € ml—l m2— .6
CSl
U2: 1:twoStage’Z’ u3 reader’2 u5 ttwoStage’ u6 reader12
vall=1, val2=0, vall=0, val2=0, vall=0, val2=0, vall=0, val2=0,
ml=1, m 2 ma =1 . m2fFO]| énl =1, m 2 mé=1, m2 =(d ,

N N
/ ‘// \\‘ CSZ ‘// \\‘ /\
/ /l \\ /l \\ / \
H N H N

——> execution paths
----> Dblocked execution paths (eliminated)




Lazy exploration of interleavings

AMain steps of the algorithm:

1. Initialize the stack with the initial node n, and the initial
path p, = a 40
2. If the stack is empty, terminate with no error .

3. Pop the current node u and current path p off the stack
and compute the set u of successors of u using rules R1-R8.

4.1fu is empty, derive the VC / i for p and call the SMT
solver on it. If / 1 is satisfilable, terminate with error
otherwise, goto step 2.

5. 1f u is not empty, then for each node ul u , add nto p,
and push node and extended path on the stack. goto step 3.

computation path

* ongirayns , D@efty
p=luzu}  p1Q)oRE 5 )0 BRE. 8D,

™ pound



BMC / SE for Coverage Test Generation

A Translate the program to an intermediate representation (IR)
A Add goals indicating the coverage
I location, branch, decision, condition and path
A Symbolically execute IR to produce an SSA program
A Translate the resulting SSA program into a logical formula
A Solve the formula iteratively to cover different goals

A Interpret the solution to figure out the input conditions

A Spit those input conditions out as a test case

8  SMT
Solver




Coverage Test Generation for Security

X = input();
if (x >=10)
{
if (x <100)
vulnerable_code();
else
func_a();
}
else
func_b();
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State A

Variables
X =777

Constraints




Coverage Test Generation for Security

X = input();
if (x >= 10)
{
if (x <100)
vulnerable_code();
else
func_a();
}
else
func_b();

State A

Variables
X =777

State AA

Constraints

i

s
o <

State AB

Variables

X =777

Variables
X =777

Constraints

X <10

Constraints
x>=10




Coverage Test Generation for Security

X = input();
if (x >=10)
{
if (x <100)
vulnerable_code();
else
func_a();
}
else
func_b();



