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l. Introduction

e This work focuses on the DTVPlay's CC-Web-Service
module, which offers an APl that accepts requests from
applications (e.g., NCL and HTMLD5) and peripheral devices
on the same local network.

e [he main objective of this work is to provide conditions and
scenarios not tackled by original testing resources, using a
new methodology for test coverage expansion.

Il. The proposed methodology

e Our methodology for evaluating the DTVPlay's
CC-Web-Service module focuses on the improvement of
the existing test suites for DTV middleware modules.

e By combining Function Point Analysis (FPA) and API Fall
Injection Tests (AFIT), we were able to identify new
conditions, weaknesses, and testing elements.

e The complete methodology diagram includes overall steps
and a detailed description of the test generation procedure.
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1. Experiments

e [wo groups of the original SBTVD's test suite were
tackled:
o authorization/authentication, which includes routes
8.11 8.1.2, 8.7.1, and 8.7.2;
o application environment control, which includes route
8.3.10.
e [heir descriptions can be found In the associated
standard ABNT NBR 15606-11.
e [Three commercial versions of Ginga-D executed the
modified test suite.
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V. Conclusion

e The results show that the proposed methodology is
effective and that the chosen middleware versions are
robust regarding authorization/authentication.

e However, they may face frozen interface, crash, and
reboot events when attacked using routes that change

the status of a running application.

e Notice that commercial Ginga-D 1 and commercial
Ginga-D 2 are used by many Brazilian DTV-receiver
manufacturers, which reveals a great number of
defective devices that may suffer successful attacks.
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