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The $2.41 Trillion Problem

Poor software quality cost US companies $2.41 trillion in 

2022, while the accumulated software Technical Debt (TD) 

has grown to ~$1.52 trillion

→ 50%+ of project costs go to 

debugging, not building

→ The stakes are even higher for AI-

generated code

→  AI makes us faster, but are we safer?

2025 Quality Transformation Report: Closing the 

gap between speed, quality, and trust in the AI era



How Secure is AI-Generated Code?

Tihanyi, N., Bisztray, T., Ferrag, M., Jain, R., Cordeiro, L.: How secure is AI-generated code: a large-scale comparison of large language models. Empir. Softw. Eng. 30(2): 47 (2025)

Even the best LLMs fail on more than half of the verification tasks



Why Formal Methods?

Formal methods can:

✓ Prove software correctness

✓ Guarantee safety/security properties

✓ Find bugs exhaustively

But they require:

▪ Expert knowledge

▪ Manual effort

▪ Specialized training

The White House Makes It Clear (Feb 2024):

“While formal methods have been studied for decades, their 

deployment remains limited; further innovation in approaches to 

make formal methods widely accessible is vital to accelerate 

broad adoption.”

Could we combine Generative AI with Formal Verification?



Find, Understand and Fix Bugs

1 2

$ $$ $$$

Find,

record

and 

prioritize

Understand,

replicate

and create

test case

3

Determine 

root cause

4

Develop

and fix

5

Try to fix

and break

6

Prove the

fix works

7

Repeat

steps 2-6 

as needed

until done

8

Record the

fix details

9

Deploy the

fix as 

needed

“A significant percentage (50%+) of a software project’s cost today is not 

spent on the creativity activity of software construction but rather on 

the corrective activity of debugging and fixing errors”

The cost of poor software quality 

in the US: A 2022 Report
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Vision: Building Trustworthy Software and 
AI Systems 

Source

code

Binary

code

AI code

Automated

Reasoning System 

(ARS): Searching, 

learning, memory

and parallelization

Vulnerability

classification

Properties

Severity

Likelihood

Remediation cost

Explainable

Behavior Correctness

Robustness

Detection Correction

Code inspection

Static Analysis

Dynamic Analysis Fault Localization

Fault Repair

Develop an automated reasoning system for safeguarding 

software and AI systems against vulnerabilities



Objective of this talk

• Introduce a logic-based automated reasoning platform to 

find and fix software defects

• Explain how testing, verification, LLMs can be combined to 

build trustworthy software and AI systems

• Develop an automated reasoning system for safeguarding 

software and AI systems against vulnerabilities

Discuss how generative AI and formal methods can 

work together to establish a foundation for building 

trustworthy software and AI systems



Research Questions

Given a program and a specification, can we 

automatically verify that the program performs 
as specified?

Can we leverage LLMs to speed up program 

verification and find more software 
vulnerabilities than SOTA?



ESBMC: A Logic-based Verification Platform

Logic-based automated verification

for checking safety and liveness 

properties in AI and software systems

www.esbmc.org
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SAT solving as enabling technology

unit propagation, 

conflict clauses and 

non-chronological 

backtracking



https://cca.informatik.uni-freiburg.de/satmuseum/

https://cca.informatik.uni-freiburg.de/satmuseum/
https://cca.informatik.uni-freiburg.de/satmuseum/
https://cca.informatik.uni-freiburg.de/satmuseum/


Bounded Model Checking (BMC)
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Software BMC 

• program modeled as a state transition system int main() {
int a[2], i, x;
if (x==0)
a[i]=0;
else
a[i+2]=1;
assert(a[i+1]==1);

}



Software BMC 

• program modeled as a state transition system

• added assumptions/safety properties as extra nodes

int main() {
int a[2], i, x;
if (x==0)
a[i]=0;
else
a[i+2]=1;
assert(a[i+1]==1);

}

Menezes, R., Manino, E., Shmarov, F., Aldughaim, M., de Freitas, R., Lucas C. 

Cordeiro: Interval Analysis in Industrial-Scale BMC Software Verifiers: A Case Study.



Software BMC 

• program modeled as a state transition system

• added assumptions/safety properties as extra nodes

• program unfolded up to given bounds                                            

int main() {
int a[2], i, x;
if (x==0)
a[i]=0;
else
a[i+2]=1;
assert(a[i+1]==1);

}

Wu T., Xiong, S., Manino, E., Stockwell, G., Cordeiro, L.: 

Verifying components of Arm(R) Confidential Computing

Architecture with ESBMC. SAS 2024



Software BMC

• program modeled as a state transition system

• added assumptions/safety properties as extra nodes

• program unfolded up to given bounds

• unfolded program optimized to reduce blow-up

– constant propagation/slicing

– forward substitutions/caching

– unreachable code/pointer analysis

int main() {
int a[2], i, x;
if (x==0)
a[i]=0;
else
a[i+2]=1;
assert(a[i+1]==1);

}



Software BMC

• program modeled as a state transition system

• added assumptions/safety properties as extra nodes

• program unfolded up to given bounds

• unfolded program optimized to reduce blow-up

– constant propagation/slicing

– forward substitutions/caching

– unreachable code/pointer analysis

• front-end converts unrolled and

optimized program into SSA

g1 = x1 == 0
a1 = a0 WITH [i0:=0]
a2 = a0

a3 = a2 WITH [2+i0:=1]
a4 = g1 ? a1 : a3

t1 = a4 [1+i0] == 1

int main() {
int a[2], i, x;
if (x==0)
a[i]=0;
else
a[i+2]=1;
assert(a[i+1]==1);

}

crucial



Software BMC

• program modeled as a state transition system

• added assumptions/safety properties as extra nodes

• program unfolded up to given bounds

• unfolded program optimized to reduce blow-up

– constant propagation/slicing

– forward substitutions/caching

– unreachable code/pointer analysis

• front-end converts unrolled and

optimized program into SSA

• extraction of constraints C and properties P

– specific to selected SMT solver, uses theories

• satisfiability check of C ∧ ¬P
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Cordeiro, L., Fischer, B., Marques-Silva, J.: SMT-Based Bounded Model Checking for 

Embedded ANSI-C Software. IEEE Trans. Software Eng. 38(4): 957-974 (2012)

int main() {
int a[2], i, x;
if (x==0)
a[i]=0;
else
a[i+2]=1;
assert(a[i+1]==1);

}

crucial



Most Influential Paper Award at ASE 2023



Competition on Software Testing 2025: 
Results of the Overall Category 

FuSeBMC achieved 3 awards: 1st place in Cover-Error, 2nd place in 

Cover-Branches, and 1st place in Overall

https://test-comp.sosy-lab.org/2025/
Alshmrany, K., Aldughaim, M., Bhayat, A., Cordeiro, L.: FuSeBMC v4: Smart Seed Generation 

for Hybrid Fuzzing - (Competition Contribution). FASE 2022: 336-340

FuSeBMC

https://test-comp.sosy-lab.org/2025/
https://test-comp.sosy-lab.org/2025/
https://test-comp.sosy-lab.org/2025/
https://test-comp.sosy-lab.org/2025/
https://test-comp.sosy-lab.org/2025/


Source Code Security

Dubniczky, R., Horvát, K., Bisztray, T., Ferrag, M., Cordeiro, L., 

Tihanyi, N.: CASTLE: Benchmarking Dataset for Static Code

Analyzers and LLMs Towards CWE Detection. TASE 2025: 253-272



Can we leverage LLMs to speed up program 

verification and find more software 
vulnerabilities than SOTA?

Research Questions

Given a program and a specification, can we 

automatically verify that the program performs 
as specified?



def main() -> None:

x: int = 0

y: int = 50

while x < 100:

x = x + 1

if x > 50:

y = y + 1

assert y == 100

Is this Program Correct?

def main() -> None:

x: int = 0

y: int = 50

x = x + 1

if x > 50:

y = y + 1

... // 99 other loop unrollings

assert y == 100

BMC can detect bugs, 
but requires assistance 
in proving correctness

Expensive

BMC struggles with 
loops that can’t be 
statically bound or that 
have a large bound



• Inductive loop invariant: A logical assertion that holds at a loop head 

whenever the program passes that location

• Base Case: The invariant holds before the first iteration of the loop

• Step Case: The invariant holds for every iteration of the loop

Loop Invariants

Traditional techniques

Neural techniques 

LLMs

(Limitations)

Synthesise Loop Invariants 



def main()

x: int = 0

y: int = 50

# The loop keeps x between 0 and 100

__ESBMC_assume(0 <= x && x <= 100)

# If x is 50 or less then y is 50

__ESBMC_assume(x <= 50 ==> y == 50)

# If x is greater than 50 then y = x

__ESBMC_assume(x >  50 ==> y == x)

# At the end of the loop x is not < 100

__ESBMC_assume(x >= 100)

assert(y == 100)

while x < 100:

x += 1

if x > 50:

y += 1

Replace Loop with Loop Invariants



Replace Loop with Loop Invariants



Replace Loop with Loop Invariants



Generating Potential Invariants



Generating Potential Invariants



Chain of Thought (CoT) Prompt Engineering

Small number of different prompts that vary by 

their examples e.g. :

• Single Invariant

• Multiple Invariants

Full prompts (more explanation), constrained 

prompts (less explanation), and combined 

prompts

Prompt Engineering 
for Invariant Generation



int main()

{

int x = 0;

int y = 50;

while (x < 100) {

x = x + 1;

if(x > 50) {

y = y + 1;

}

}

assert(y == 100);

}

Prompt Engineering 
for Invariant Generation



How to get better answers?

1. Constrain the prompt (no explanation as it can be confusing)

2. Filter the answers (simple regex filtering for now)

__invariant(...);

__invariant(

This is the invariant 

__invariant(...); for 

the c program. 

__invariant(c > 1 && c < 2 ==> i == 0);

int x;

int y;

__invariant(x > max);

LLMs Can Get it Wrong!



Generating Potential Invariants



Proving Potential Invariants



Proving Potential Invariants



The approach is Sound:

Valid means that for any input, if the program terminates (we check 

partial correctness), then the assertions hold. No invalid assertions 

can be proven; there are no false positives

The approach is not Complete: 

The LLM may never generate the invariants needed to prove a valid 

assertion, i.e., that sufficiently capture the semantics of the loop

Sound but not Complete



The ESBMC ibmc Tool



Comparing to Other Verifiers



LEMUR is similar as it also uses an LLM to suggest 

invariants.

We could not run LEMUR so replayed their invariants 

using our extended ESBMC

Using their invariants we verified 6 more programs

Using our invariants we verified 10 more programs

Potential lessons from both sides

Comparison to LEMUR





Future Work: making rigorous verification as 

easy and fast as AI-assisted development

BMC can verify functional 
correctness, but requires an 
expert to write the property

Variable and logic mapping are 
time-consuming for property 
generation



SpecVerify: LLM-Aided Requirements 

Verification

Wang, W., Farrell, M., Cordeiro, L. C., & Zhao, L. (2025, September). Supporting Software Formal Verification with 

Large Language Models: An Experimental Study. In 2025 IEEE 33rd International Requirements Engineering 

Conference (RE) (pp. 423-431).



Comparing with Human-Expert 
Verification Result

Key Achievements:

• 79.31% logical equivalence with expert-

verified properties

• 28% better than SLDV

• 46.5% verification rate (matches CoCoSim

baseline)

• Superior accuracy: 2 false negatives, 0

false positives

Key Advantage:

• Full automation - no manual variable

mapping

• Found 2 new floating-point errors 

• Direct implementation-level verification

Wang, W., Farrell, M., Cordeiro, L. C., & Zhao, L. (2025, September). Supporting Software Formal Verification with 

Large Language Models: An Experimental Study. In 2025 IEEE 33rd International Requirements Engineering 

Conference (RE) (pp. 423-431).



Roadmap: Automatically Formal Verification of 

Software Requirements
Source code

Human/

Generated

System 
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Assertion Generation;
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Verifying Components of Arm® Confidential 
Computing Architecture with ESBMC

Realm Management Monitor (RMM)

Provides services to Host and Realm

• Contains no policy

• Performs no dynamic memory allocation

Realm Management Interface (RMI)

• Secure Monitor Call Calling Convention 

(SMCCC) interface called by Host

• Create/destroy Realms

• Manage Realm memory, manipulating

stage 2 translation tables

Realm Services Interface (RSI)

• SMCCC interface called by Realm

• Measurement and attestation

• Handshakes involved in some

memory management flows

Non-secure state

SPM

TOS

T
A

Secure state

Secure 
Service

Realm state

HypervisorRMM

Realm

Kernel

App App

Monitor

T
A

RMI

RSI

EL3

EL1

EL0

EL2

VM VM

Root state

Hardware

Arm CCA is an architecture that provides Protected 

Execution Environments called Realms

Wu, T., Xiong, S., Manino, E., Stockwell, G., Cordeiro, L., Verifying components of
Arm® Confidential Computing Architecture with ESBMC. In SAS 2024



Verifying Components of Arm® Confidential 
Computing Architecture with ESBMC

Test_benchmarks esbmc 
multi

cbmc
multi

RMI_REC_DESTROY 20 20

RMI_GRANULE_DELEGATE safe safe

RMI_GRANULE_UNDELEGATE 1 1

RMI_REALM_ACTIVATE 3 safe

RMI_REALM_DESTROY 15 1

RMI_REC_AUX_COUNT 1 1

RMI_FEATURES safe safe

RMI_DATA_DESTROY >=24 22

#include <assert.h>

extern int nondet_int();

int main() {

int m = nondet_int();

int *n = &m;

if((unsigned long)n >= (unsigned long)(-4095))

assert((unsigned int)(-1 * (long)n) < 6);    

int a = -2048;

if((unsigned long)a >= (unsigned long)(-4095))

assert((unsigned int)(-1 * (long)a) < 6);

}

https://github.com/diffblue/cbmc/issues/8161

Wu, T., Xiong, S., Manino, E., Stockwell, G., Cordeiro, L., Verifying components of
Arm® Confidential Computing Architecture with ESBMC. In SAS 2024

https://github.com/diffblue/cbmc/issues/8161


Intel Core Power Management Firmware

Intel routinely employs ESBMC to 
automate firmware analysis

ESBMC has been applied to the 
Authenticated Code Module, where 
it found over 30 vulnerabilities

ESBMC is part of the CI pipeline for 
developing microcode for the Core 
family of processors

“Taking an unusual approach to fixing bugs, Intel has

implemented a microcode patch capability in its P6 

processors, including Pentium Pro and Pentium II. 

This capability allows the microcode to be altered

after the processor is fabricated, repairing bugs that

are found after the processor is designed. Intel has

already used this feature several times to correct

minor bugs, and in the future, it may save the

company from recalling CPUs if a major problem is

discovered.”

Menezes, R., Manino, E., Shmarov, F., Aldughaim, M., de Freitas, R. Cordeiro, L.: 

Interval Analysis in Industrial-Scale BMC Software Verifiers: A Case Study. CoRR

abs/2406.15281 (2024)



• wolfMQTT library is a client implementation of the MQTT protocol written 

in C for IoT devices

Int main(){

Pthread_t th1, th2;

static MQTTCtx mqttCtx;

pthread_create(&th1, subscribe_task, &mqttCtx))

pthread_create(&th2, waitMessage_task, &mqttCtx))}

static void *subscribe_task(void *client){

.....

MqttClient_WaitType(client,msg,MQTT_PACKET_TYPE_ANY, 

0,timeout_ms);

.....}

static void *waitMessage_task(void *client){

…

MqttClient_WaitType(client, msg, MQTT_PACKET_TYPE_ANY, 

0,timeout_ms);

.....}

static int MqttClient_WaitType(MqttClient *client, 

void *packet_obj,

byte wait_type, word16 wait_packet_id, int timeout_ms)

{

.....

rc = wm_SemLock(&client->lockClient);

if (rc == 0) {

if (MqttClient_RespList_Find(client, 

(MqttPacketType)wait_type,

wait_packet_id, &pendResp)) {

if (pendResp->packetDone) {

rc = pendResp->packet_ret;
.....}

subscribe_task

and waitMessage_task are 

called through different threads 
accessing packet_ret, 

causing a data race in 
MqttClient_WaitType

Here is where the 

data race might 

happen! Unprotected 

pointer

WolfMQTT Verification



WolfMQTT Verification

Buffer
ACK

ACK

1

2

3

4

Sharing buffer 

between clients

Unprotected 

pointer for the 

status code

Data race might 

happen if the broker 

sends the status code 

Buffer ACK

ACK

1

2

3

4
Buffer

To solve it  they copied 
the code status into 
different buffers

After fixing the 

concurrency 

vulnerability

https://github.com/wolfSSL/wolfMQTT/pull/209

https://github.com/wolfSSL/wolfMQTT/pull/209


• Consensus protocol dictates how the participants in Ethereum agree 

on the validity of transactions and the system’s state

• Git repository with Markdown documents describing specifications

• Infrastructure to generate Python libraries from Markdown

Ethereum Consensus Specifications



Ethereum Consensus Specification

Markdown eth2spec Python Library Python Application

ESBMC

Verification Output

ESBMC-Python Benchmark



https://github.com/ethereum/consensus-specs/pull/3600

https://github.com/ethereum/consensus-specs/pull/3600
https://github.com/ethereum/consensus-specs/pull/3600
https://github.com/ethereum/consensus-specs/pull/3600
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