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TACE - Hybrid Fuzzing Architecture

https://github.com/tacetool/TACE
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Research Questions

RQ1 What performance gains are offered by TACE
compared to state-of-the-art tools?

RQ2 Does TACE report correct and reproducible bugs?



Results: Constraints Solving Time

SymQEMU | TACE Symbolic Concrete Improvement
Depth (sec) (sec) Dep Dep (x Times)
1 428 430 3 2 0.99
2 744 5.69 4 3 130
3 9.76 6.26 4 4 1.55
4 15.02 784 4 6 1.91
5 26.11 9.35 4 10 2.79
6 122.65 781 4 18 15.7
7 145.50 438 4 34 0
8 280.48 5.59 4 66 33.2
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Hybrid Fuzzing Statistics from SymCC vs TACE

Test Details

] SymCC

TACE

#Unique #Unique #Unique #New

#Unique #New

faes s (hh:mm:ss) Hangs tmouts Crashes Edges Crashes Edges uA SO
minizip-ng 24:00:00 0 4 0 5 0 204 3.6k
TCPDump 24:00:00 14 336 0 4148 0 7 286
GifLib 24:00:00 2 71 0 78 7 72 181k
OpenJpeg 24:00:00 0 1 0 3 0 71644 104k
bzip2 24:00:00 0 2 0 4 0 4 229k




Hybrid Fuzzing Statistics from SymCC vs TACE

Test Details SymCC TACE
. Time #Unique #Unique #Unique #New #Unique #Unique #Unique #New
faes s (hh:mm:ss) Hangs tmouts Crashes Edges uAGyEEE Hangs tmouts Crashes Edges uA SO

minizip-ng 24:00:00 0 4 0 bt 391 0 203 0 204 3.6k
TCPDump 24:00:00 14 336 0 4148 223 36 1201 0 7 286

GifLib 24:00:00 2 71 @ 78 108k 13 62 72 181k
OpenJpeg 24:00:00 0 1 0 3 89 10 894 0 71644 104k

bzip2 24:00:00 0 2 0 4 76.2 0 2 0 4 229k
Metrics CVSS Version 3.x /
sz\;;;(;'r;e;te if:orl;::;:f:‘r:;;: :klfrucslty:;zl::bfe information to associate vector strings. CVSS information contributed by other sources is also displayed. .I!CVE -2023-48161 Detail

Description

NIST: NVD Base Score: |[iliGH] Vector: CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/AH
Buffer Overflow vulnerability in GifLib Project GifLib v.5.2.1 allows a local attacker to obtain sensitive information via the DumpSCreen2RGB
function in gif2rgb.c

Known Affected Software Configurations switchtocre2.2

Configuration 1 ( hide)

Show Matching CPE(s)»
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