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Mr. Kaled Alshmrany

SCorCH team Institute of Public Administration

Dr. Lucas Cordeiro
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Motivation

Software testing is one of the most crucial phases in software development. 
Tests often expose critical bugs in software applications.

Ø Exp:

4

FuzzingBounded Model Checking 

• However, there is still a shortcoming in detecting these bugs due to the 
inability to cover large areas in the target code.

• Desire to develop our performance in Cover-Branches better than 
(FuSeBMC v3 achieved 4th place).



FuSeBMC

We propose FuSeBMC v4, a test generator that relies on smart
seeds to improve the hybrid fuzzer to achieve high C programs
coverage.
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FuSeBMC Framework
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FuSeBMC Framework
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FuSeBMC Framework
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Seed Generation

• Limiting loop bounds.
• Assuming a narrow range of values for input variables.
• Ranking the the test cases generated by these engines.
• Adding the selected seeds to the seed store.

• The impact of a test case is measured using two metrics:
• The number of labels covered uniquely by that test case.
• The maximum program depth achieved by the test case.
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Seed Generation

• BMC is particularly effective at seed generation to discover test cases that 
circumvent complex mathematical guards.

• A fuzzer on its own, randomly mutating a seed, struggles to explore 
program sections occurring behind complex guards.
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Tracer

• Coordinates the various engines through the use of shared memory.
• Has 2 component:
• Goals covered array
• Maintains effective seeds 

• Why Tracer enhance the performance?
• Reduces the number of BMC executions - because BMC can be slow 

and resource-intensive.
• Monitors and evaluates the engines, adding those with the highest 

impact to the seed store.
• The seed store is dynamically updated as the analysis progresses.

Input 
from BMC testcase:
EX: 30, 3, 1, 66 , 200 ……

Tracer Covered goals by this input
EX: goal4 , goal1, goal3
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The improvement achieved by FuSeBMC v4 in comparison to FuSeBMC v3 
for the Cover-Error category
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The improvement achieved by FuSeBMC v4 in comparison to FuSeBMC v3 
for the Cover-Branches category
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Software Project

FuSeBMC source code is written in C++ and Python; it is available
for download on GitHub. Also, the instructions for using the tool
FuSeBMC are given in the file README.
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Awards

FuSeBMC received three significant awards from the 4th International Competition on Software 
Testing (Test-Comp 2022) organised by the European Joint Conferences on Theory and Practice of 
Software (ETAPS).

🥇 • FuSeBMC got first place in the most critical category of Test-Comp: Cover-
Error (find a test that covers a bug).

• FuSeBMC got first place in the category of Test-Comp: Cover-Branches (find a 
test that covers a branch).

• FuSeBMC earned first place in Test-Comp's overall category.
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Test-Comp’22 paper: “FuSeBMC v4: Smart Seed Generation for
Hybrid Fuzzing (Competition Contribution)”

23

Find out more about FuSeBMC at :
https://github.com/kaled-alshmrany/FuSeBMC

Want to Try it? 

kaled.alshmrany@postgrad.manchester.ac.uk

https://github.com/kaled-alshmrany/FuSeBMC


Thank you…


