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Background LLM Generation/Reflection

* Bug finders (e.g. verifiers) detect 1ssues but rarely provide * Generation: an additional context of vulnerability patterns and traces
executable reproductions or full traces. 1s added to guide faithful exploit synthesis.

* Many bugs are cross-contract and multi-step (e.g. reentrancy); * Self-reflection: a property-negation strategy 1s introduced to
hand-crafting attacker contracts + call sequences 1s slow and error- diagnose failures and suggest targeted fixes.
prone. :

* Prior work targets limited bug types and lacks formal guarantees or
automated validation to ensure the correctness of generated exploits. * We build VeriExploit upon two oft-the-shelt tools, SOlCMC

(SMTChecker) and ESBMC.

lllustrative Example » Both verifiers naturally support unbounded reasoning, multiple

properties, and trace generation.

contract Ext { , Warning: CHC: Assertion violation happens here.
mapping(address => uint256) public balances; Counterexample:
function deposit() external payable { pie:
amount = 120

ource Code _ SolCMC Verification Report
balances[msg.sender] += msg.value; balanceBefore = 120 p

} ok = true
function withdraw(uint256 amount) external {
require(amount > © && balances[msg.sender] >= amount); Transaction trace: COMPARISON OF SUCCESS RATE
uint256 balanceBefore = balances[msg.sender]; Ext.constructor() V .E I ot °
// Risk: External call jumping out and re-entry Ext.deposit(){ msg.sender: oxoa38, msg.value: 120 } 1
(bool ok, ) = msg.sender.call{value: amount}(""); EX’[.Withd]."aW(120){ msg'sender: 0X0a38} Basellne SOLCMC ESBMC erl .Xp OI IS
require(ok); ) mry__
balances[msg.sender] -= amount; migyiesllid;;l;il(li{\;aiue amount;(™)-—untrusted external call, AO 7_65% 74' 12% 88_24% effECtlve across
. Ext.deposit .sender: 0x0a38, .value: 698 }-- trant call — H H
1 St e b vt s rertny | EXtAeposOl mepsenders 0033, gl 6o )-recntrant ca AU | 2333%  5556%  74.44% VCACECALLEEINLY

assert(balances[msg.sender] < balanceBefore); |
}

} 17| assert(balances[msg.sender] < balanceBefore); D7 28 57% 71.43% 100.00% types
OB 14.29% 835.71% 85.71%
AV 1.82% 74.55% 98.18%
RE 7.83% 44.35% 80.00%

Tot. | 11.80% 64.60% 85.60%

(Ao: Arithmetic Overflow, AU: Access Control,

o VeriExploit shows
. . : : : : DZ: Division by Zero, OB: Out-of-Bounds,
VeriExploit: “LLM-guided generation” + “BCCYV verification™. HF
P S S AV: Assertion Violation, RE: Reentrancy) Scalablllty even on

* Generalizes to multiple vulnerability types. Iarger contracts

* The external reentrant call 1s “synthesized” and therefore incomplete.

* Even if reported as a “reentrant call”, it does not guarantee that the
bug truly results from reentrancy.

Proposed Methods

* Formally and automatically validates exploits (rather than manual
inspection or exhaustive dynamic traversing).

* Enriches verifier counterexample traces.
P SCALABILITY BY SIZE STRATA. SIMP. = SLOC < DATASET MEDIAN;

\ Validation COMP. = SLOC > DATASET MEDIAN. SC = SUCCESS RATE (%); RT =
\ AVERAGE RUNTIME (S); I'T = AVERAGE REFLECTION ITERATIONS.
Generation </ > ( Oracle =
> o
4 ) [ ] comoliate SC (%) RT (5) IT
N\ fancC) .I . contradt v . Simp Comp | Simp Comp | Simp Comp
/> y Ff’ém?_l ] [ Ge:;:tor U dorade . ></> SolCMC | 77.20 52.00 | 2541 73.88 1.12 1.06
) cE T —— C‘X‘* ooy y ESBMC | 90.00 8120 | 23.74 4578 | 091  1.33
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Bounded Cross-Contract Verification (BCCV)

COMPARISON OF SUCCESS RATE ON ADVSCANNER DATASET

G1iven a contract system containing vulnerable and attacker contracts,

, , , , , AdvScanner (reported) VeriExploit (ESBMC)
the model of BCCYV is to formally validate 1f there exists an exploit.

388.48% 90.91%
(bounded)
A addressbinding == === ) Conclusion and Ongoing Works
: contract Attacker : . . . . .
| Cot targets * VeriExploit combines formal verification and LLMs to reproduce
contract Ext <&~ C{fonstructor(add"%ss ~target) (unbound) smart-contract vulnerabilities.
{ . . . target = Ext(_target); » arbitrary address . . .
fneston WlAthd'"aWU public } eron trigser() L * We plan to use partial generation to reduce cost and improve
te unction ri er u 1C eq o
; . { e scalability.
: target.withdraw(); » untrust external call . . .
: - i * We will explore state-aware reproduction for real-world on-chain
: l contracts.
e external call modelling- = = = = - - i ..
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& Watch our teaser: youtu.be/b9X7AAzeSh4
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