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ABSTRACT

This paper presents ESBMC-CHERI - the first bounded model
checker capable of formally verifying C programs for CHERI-enabled
platforms. CHERI provides run-time protection for the memory-
unsafe programming languages such as C/C++ at the hardware
level. At the same time, it introduces new semantics to C pro-
grams, making some safe C programs cause hardware exceptions
on CHERI-extended platforms. Hence, it is crucial to detect mem-
ory safety violations and compatibility issues ahead of compila-
tion. However, there are no current verification tools for reason-
ing over CHERI-C programs. We demonstrate the work under-
taken towards implementing support for CHERI-C in our state-of-
the-art bounded model checker ESBMC and the plans for future
work and extensive evaluation of ESBMC-CHERI. The ESBMC-
CHERI demonstration and the source code are available at https:
//github.com/esbmc/esbmc/tree/cheri-clang.
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1 INTRODUCTION

Memory safety issues remain the main (~70%) source of security
vulnerabilities [10] in software. To combat these vulnerabilities in
legacy systems, the Digital Security by Design (DSbD) project! has
introduced a new hardware-based protection architecture called
CHERI [20]. It provides runtime protection (via raising hardware
interrupts on unsafe behavior) that prevents such vulnerabilities
from being exploited. This setup means that we still want to re-
move memory safety vulnerabilities from code but are protected if
we do not. One successful technique for detecting memory safety
vulnerabilities is bounded model checking [2]. However, such tools
cannot be immediately applied to code compiled for CHERI as this
architecture modifies the runtime system. This paper describes our
efforts to extend the ESBMC [5, 7] model checker so that it can be
applied directly to C code targeting the CHERI platform.

Capability Hardware Enhanced RISC Instructions (CHERI) pro-
vides an extended set of instructions for RISC architecture [23]. The
CHERI model implements memory access via hardware capabili-
ties - tokens restricting access to a particular region of the virtual
address space. These capabilities are used to directly extend C/C++
with so-called ‘fat pointers’ (referred to as capabilities) for provid-
ing memory protection at the hardware level [20]. From being a
theoretical and a software-emulated technology, CHERI has now
been realised as the ARM Morello? system-on-a-chip development
board featuring a CHERI-extended ARMv8-A processor.

DSbD is a £187m project with a cross-cutting collection of indus-
trial and research partners. Recently, £7.9m was invested in enrich-
ing the software ecosystem for ARM Morello hardware® targeting
many ambitious projects (e.g., adapting a complete desktop envi-
ronment containing over 60 million lines of code to Morello [19]).
Even with this growing industrial user base, until now, there have
been no verification tools available for formal reasoning about C
programs written for capability platforms. Furthermore, existing
tools cannot directly handle such programs as CHERI capabilities
introduce new semantics to C programs (explained below). Hence,
it is essential to be proactive in developing verification tools for
capability C code to cope with the upcoming demand.

Although CHERI capabilities provide memory safety at the hard-
ware level, they establish the last line of defense. In other words,
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they ensure the program crashes safely if a safety violation is de-
tected. Such crashes should still be avoided in practice. At the same
time, the runtime protection introduced by CHERI reduces the set
of allowed executions, i.e., there are safe C programs that produce
hardware exceptions when compiled as CHERI-C programs, which
poses a software portability issue between the platforms. Moreover,
CHERI capabilities do not yet protect against some known classes
of vulnerabilities. For instance, the support for temporal memory
safety (e.g., use after free, dangling pointers) is implemented at a
software level (as an extension of the CheriBSD virtual-memory
subsystem) [21]. Detecting the above issues statically is crucial for
preventing the unsafe and/or undesired behavior in the programs
running on capability hardware.

We are addressing this problem by implementing ESBMC-CHERI
- an extension that enables CHERI-C support in our state-of-the-art
model checker ESBMC [5, 7]. ESBMC is a powerful context-bounded
model checker for verifying single- and multi-threaded C/C++ pro-
grams for various code safety violations (e.g., buffer overflows, dan-
gling pointers, arithmetic overflows) and user-defined assertions.
ESBMC has found bugs in real-world software (e.g., libSPDM , snif-
fer application [12], embedded software from NEC Corporation [5]).
ESBMC’s modular structure allows relatively easy adaptations of
new programming languages [16, 11]. Moreover, ESBMC has been
achieving high positions in SV-COMP* and Test-COMP® - the two
major software verification and testing competitions for programs
— accumulating over 25 awards over the past 10 years.

In ESBMC-CHERI, we lay down the groundwork for the incre-
mental extension of ESBMC towards verifying C programs for
capability platforms [23]. Namely, we introduce a capability-aware
memory model into ESBMC, integrate the CHERI clang front-end,
and implement a computational model for CHERI-C APL

2 CHERI MODEL

63 0
permissions (15 bits) ‘ reserved base and bounds (41 bits)

pointer address (64 bits)

Figure 1: CHERI 128-bit compressed capability.

CHERI introduces architectural capabilities encoding informa-
tion such as the pointer’s address, the object size, and the base
address. Furthermore, unlike traditional fat pointers, they store
information about the access permissions for the addressed region
and some additional metadata. This information is used for var-
ious checks (e.g., the pointer’s bounds, the permission rights) at
the hardware level upon every memory access. A hardware ex-
ception is triggered if a violation is detected. In practice, CHERI
uses compressed capabilities to reduce the performance overheads
and the increased memory consumption. Thus, CHERI capabilities
are compressed down to double the size of machine word size (i.e.,
128 bits for 64-bit platforms) [22]. However, due to the applied
compression, not all memory bounds can be precisely encoded for
larger allocations which means that some safe (in the context of
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non-capability platforms) C programs might produce hardware ex-
ceptions on CHERI platforms. Figure 1 demonstrates the in-memory
representation of a 128-bit CHERI capability. Additionally, each ca-
pability is associated with a validity tag — a single unforgeable
bit living in unaddressable memory (i.e., tagged memory) and de-
termining whether the capability is derived from an addressable
memory location.

CHERI provides support to two different capability models: a
pure-capability and a hybrid model [20]. The former treats all C/C++
pointers as capabilities. At the same time, the latter allows the co-
existence of capabilities and regular pointers via additional com-
piler infrastructure that can be used to specify capability operations,
which are translated into the CHERI extended ISA instructions [23].
In addition, CHERI platforms provide a C API to manipulate and
query capabilities (e.g., cheri_setbounds(c,n) derives from c a
new capability allowing access only to the n bytes starting at c’s
address, if this is a subset of ¢’s permissions). Listing 1 shows a
hybrid CHERI-C program, which will result in a hardware excep-
tion during execution on a CHERI platform as b-1 evaluates to a
capability pointing outside of b’s original bounds. This means that
an actual execution never reaches line 8. ESBMC-CHERI finds this
safety violation and reports an assertion failure in line 6. More hy-
brid CHERI-C examples supported by ESBMC-CHERI are available
at the GitHub repository.

Listing 1: CHERI-C code example

#include <cheri/cheric.h>
void main(void) {

int n = nondet_uint() % 1024; // models user input

char aln+1], *__capability b = cheri_ptr(a, n+1);
b[n] = 17; // succeeds

char x__capability c = cheri_setbounds(b-1, n);
VAT V4

memset_c(c, 42, n);

// like memset() for capabilities

3 ESBMC ARCHITECTURE

ESBMC transforms a given C program using a Clang-based [8] front-
end into an intermediate representation in the GOTO language [4],
which is symbolically executed to produce logical formulae (see
Figure 2). These formulae are passed to one or more specified SMT
solvers producing the verification result: either all properties hold
in the given program up to the given execution depth k, or one of
the properties has been violated.

ESBMC can identify various spatial and temporal memory safety
violations (e.g., buffer overflows, dangling pointers, memory leaks)
in C programs and verify user-defined assertions. Moreover, ESBMC
provides computational models (i.e., “approximations” implemented
in C and/or using ESBMC intrinsic functions) for external libraries
if their C source code is unavailable. For example, ESBMC models
standard C library functions such as memset, memcpy, malloc, free.

Table 1 presents the extensions (with their corresponding im-
plementation progress) we identified to be essential for enabling
hybrid CHERI-C support in ESBMC. They can be briefly divided
into three independent packages (highlighted in Figure 2): 1) in-
tegrating the CHERI-clang compiler into ESBMC’s front-end, 2)
extending the ESBMC memory model with CHERI capabilities and
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Figure 2: ESBMC architecture. The blocks with different background colours represent the standard ESBMC modules (grey), the
CHERI-C extensions to ESBMC (blue) and the input/output blocks (white).

3) implementing the operational model for the CHERI API functions.
These are described in the following sections.

l Extension feature [ Progress ‘
Integration of CHERI-Clang front-end 75%
New types ([ulintcap_t and *__capability) 75%
CHERI-C API 50%
Cross-platform verification 100%
Pointer/integer casts 75%
Tagged memory support 0%
Internal representation of unions 100%
Bit-precise reasoning 100%

Table 1: List of necessary extensions (with their implementa-
tion status) to ESBMC for enabling hybrid CHERI-C support.

3.1 CHERI memory model in ESBMC

Implementing support for the CHERI memory model in ESBMC
encompasses the following three steps: a) adding optional capability
annotations to ESBMC’s internal pointer representation, splitting
addresses into those that represent capabilities and those that do
not, b) introducing a new symbol representing the tagged memory
containing the CHERI validity tags for allocated objects (i.e., those
that may have their address taken), and updating it depending
on the type of underlying assignments in the given program, and
c) encoding the bounds and permission checks by constraints as
required by the CHERI-enabled target platform (Morello, RISC-V
or MIPS).

The ESBMC memory model is comprised of a collection of typed
symbols (including invalid and NULL symbols). The symbols are
uniquely identified during each step of the program’s symbolic
execution. Static and stack variables are represented as symbols of
the corresponding type. At the same time, the dynamically allocated
objects (e.g., via malloc) are stored as pointers to a symbolic array
of bytes. ESBMC also uses these arrays to track allocations sizes
and whether the dynamically allocated objects are still valid, or
the underlying memory has been free’d (for identifying dangling
pointers and memory leaks).

Pointer dereferencing is performed in multiple stages. Firstly,
ESBMC performs a value set analysis to identify all possible targets
for the dereferenced pointer. Secondly, ESBMC introduces bounds
and temporal validity constraints for each identified target. Finally,
ESBMC encodes the symbolic addresses of the potentially addressed
objects and the corresponding constraints into a logical formula.

We extend ESBMC’s memory model with capabilities by mod-
elling them as tuples (obj_id, offset, metadata, tag) where metadata
contains the (optionally compressed) in-memory representation of
the additional information stored in CHERI capabilities (Figure 1).

3.2 Modelling CHERI-C API in ESBMC

Operational model for CHERI-C API. The CHERI-C API con-
sists of about 50 public functions and macros intended to examine,
modify and obtain capabilities. In CHERI-BSD [6] many are imple-
mented by intrinsics understood by the CHERI-Clang compiler. As
CHERI-enabled ESBMC leverages the same frontend, the current
approach to modelling these intrinsics consists of formulating in
ESBMC’s operational model the semantics formally specified in the
SAIL language [1] for the instructions generated by Clang, includ-
ing conditions for hardware exceptions. This has been done for 8
intrinsics and the main functionality for examining capabilities.
Modified union representation. The extensive use of unions to
access the individual fields shown in Figure 1 in the operational
model of the CHERI-C API required reworking their internal repre-
sentation in ESBMC. Specifically, instead of symbolically reasoning
about their in-memory layout via byte arrays, they now provide di-
rect access to the symbolic representation of its constituting types.
While byte arrays did allow byte-level manipulations of unions
via, e.g., memset to be expressed more naturally, they also suffered
from repeated conversion from/to the in-memory representation of
larger and especially structured members of unions such as CHERI
capabilities in the operational model.

Bit-precise reasoning. Enabling bit-precise reasoning is another
requirement for ESBMC since the CHERI-C API operational model
extensively uses bit fields (e.g. function cheri_length_get in List-
ing 1). In ESBMC any object created dynamically (e.g., via malloc)
is converted into an array of byte symbols (the smallest memory
unit within the ESBMC IR), which means that all struct and union
members not aligned to a byte cannot be uniquely addressed by
their offsets (e.g., offsets of 1 and 7 bits will address the same byte
symbol). This is resolved by applying masking and bit-shifting to
the bytes fully containing the corresponding bit field.
Pure-capability CHERI-C support. The hybrid CHERI-C mode
allows a co-existence of capabilities and standard pointers in pro-
grams, while in pure-capability mode all pointers are transparently
treated as capabilities with the set of permissions and bounds de-
termined by the compiler. In our extension of ESBMC we can now
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express and reason about operations involving either capabilities
or plain pointers simultaneously. Compiler-generated metadata for
the former (e.g., when taking addresses of static or stack variables)
is modelled in ESBMC using functionality from the CHERI-C API.
Thus, support of pure-capability mode we get “for free’ from full
support of the hybrid mode just by internally translating pointers
to capabilities throughout.

4 RELATED WORK

ESBMC-CHERI is the first tool for formally verifying C programs
for CHERI capability platforms.

CHERI can be compared to work which aims to extend C with
fat pointers to obtain a memory safe variant of C. Two notable
works here are CCured [15], CheckedC [18] which transform C
programs into ‘safe’ versions, which would allow verified C code
to be lifted to verified memory-safe C code but with the additional
runtime overhead required to make such checks in software. An-
other set of approaches are dynamic analysis tools that perform
instrumentation at the IR level (e.g. SoftBoundCETS [14, 13] and
AddressSanitizer [17]) or source code level (e.g. MovEC [3]) to track
pointers’ metadata (e.g., base, bound) using shadow space inspired
mechanisms (instead of fat pointers).

CHERI is a next generation of development of these ideas, pro-
viding hardware support for capabilities, which is essential for their
adoption in practice. There is a large stack of formal development
for CHERI capability-enabled architecture, starting with formaliz-
ing ISA [1] to formally extending semantics of C with capabilities
which is done in the Cerberus project [9]. Our work is built on top
of these developments. At the same time, our work has a different
angle to formalizing CHERI-C as we are aiming at automatically
verifying end-user programs and ensuring their correct functioning
on capability hardware. We suggest that the extensions presented
in this paper can be adapted for implementing CHERI-C support in
any bounded model checker with similar structure to ESBMC.

5 DISCUSSION AND FUTURE WORK

In this work we presented ESBMC-CHERI - an extension to ES-
BMC for verifying C programs for the CHERI capability hardware.
We outlined the required extensions to the standard ESBMC: the
integration of the CHERI-Clang front-end into ESBMC, the exten-
sion of the ESBMC memory model with CHERI capabilities and the
implementation of CHERI-C APIL

The next steps along the proposed extension scheme (as shown
in Table 1) for ESBMC are: 1) implementing tagged memory, 2)
completing the implementation of CHERI-C API, 3) completing the
pure-capability CHERI-C support.

As soon as the above steps are finished, we will evaluate ESBMC-
CHERI via, firstly, benchmarking on a set of over 15k C programs
(hand-crafted or extracted from the real software) taken from SV-
COMP. These programs will be interpreted as pure-capability CHERI-
C programs and may exhibit different behaviour from standard
C. Secondly, we will leverage the aforementioned DSbD software
ecosystem to produce a set of industrially-relevant case studies.
This evaluation of ESBMC-CHERI will be aimed at: 1) determining
the scope of C programs that can be handled by ESBMC-CHER],
2) identifying safe C programs that become unsafe or crash when
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executed on the CHERI-extended platform, and 3) determining
how ESBMC-CHERI can be used to help the software developers
adapting or writing new software to CHERI-enabled platforms.
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