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Abstract—Memory safety remains one of the most critical
challenges in embedded systems, particularly within the Linux
kernel, where device drivers are a primary source of vulnerabil-
ities due to their close interaction with hardware and complex
execution contexts. Such behavior is even more pronounced on
consumer electronics devices, where restricted resources amplify
the existing vulnerabilities. Traditional testing approaches, while
effective at uncovering shallow bugs, often fail to guarantee
the absence of subtle or deeply nested memory-safety issues.
In this paper, we propose a formal verification methodology
based on Bounded Model Checking (BMC) to detect memory-
safety violations in Linux device drivers. Using a methodology
based on LSVerifier, we systematically analyzed newly integrated
device drivers across multiple kernel versions. Qur approach
uncovered three vulnerabilities, including out-of-bounds writes,
out-of-bounds reads, and null pointer dereferences. It demon-
strates that formal methods can uncover critical flaws early
in the development process, complementing dynamic tools and
strengthening kernel security.

Index Terms—Linux Device Drivers, Bounded Model Check-
ing, Formal Verification, Software Vulnerabilities

I. INTRODUCTION

Over the past two decades, memory-safety vulnerabilities
have accounted for about two-thirds of critical security flaws in
major system software, affecting both open-source and propri-
etary platforms based on Linux, Android, iOS, Chromium, and
FreeRTOS [1]. These vulnerabilities are primarily caused by
the use of memory-unsafe languages such as C, which permit
low-level memory manipulation without built-in safeguards.
Common issues include out-of-bounds accesses, use-after-
free errors, null-pointer dereferencing, and other forms of
memory corruption [2]. Although many of these flaws are
discovered and patched before exploitation, memory-safety
bugs remain the root cause of a substantial proportion of
zero-day vulnerabilities. For instance, Google’s Project Zero
reported that 67% of in-the-wild zero-day exploits disclosed
in 2021 were due to memory corruption vulnerabilities, with
25% attributed specifically to spatial safety violations [1].
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The Linux kernel represents a particularly compelling case
in the context of memory safety. As a monolithic and rapidly
evolving codebase with over 28 million lines of code, it
is maintained by a global community that contributes more
than 12,000 patches per release cycle. Among its subsys-
tems, device drivers are especially error-prone due to their
tight coupling with hardware, asynchronous execution models,
and complex memory interactions. A study of 1,858 kernel
vulnerabilities, from 2010 to 2020, revealed that a significant
portion originated in device drivers, often resulting in local
privilege escalations or system crashes [3]. Moreover, this risk
is further magnified in consumer electronics devices, which
depend heavily on Linux and its derivatives (e.g., Android)
and are constrained by limited computational resources. In
this context, a high number of security vulnerabilities are
discovered in Android each year [4].

In addition, Google has reported that approximately 70% of
severe vulnerabilities in C/C++ codebases stem from memory-
safety issues [5], showing a density of around 1,000 memory-
safety vulnerabilities per million lines of code [6]. This analy-
sis highlights vulnerabilities in memory-unsafe languages and
underscores the urgent need to improve verification of Linux
device drivers as a critical step toward enhancing the security
and resilience of modern computing systems.

To address this gap, we present an automated formal verifi-
cation framework based on BMC for analyzing Linux device
drivers. Built upon Large System Verifier (LSVerifier) [7]
and Efficient SMT-based Context-Bounded Model Checker
(ESBMC) [8], our framework introduces several key capa-
bilities that address the limitations of traditional approaches
(e.g., static analyzers and fuzzing). The proposed methodology
automates the generation of verification harnesses, tailoring
them to specific driver entry points, which significantly re-
duces manual effort and enables consistent testing of diverse
behaviors. Also, it integrates directly with kernel development
environments, allowing seamless adoption during upstream
patch reviews and enabling maintainers to identify memory-
safety issues in early development cycles. This enables the
systematic detection of memory-safety violations, while pro-
ducing counterexamples for debugging. Our contributions are:
(D a survey of memory-safety verification techniques for the
Linux kernel; (I) a scalable methodology for Linux device
driver verification based on BMC; and (III) a verification-
driven analysis of vulnerabilities in upstream Linux drivers.



The remainder of the paper is organized as follows. Sec-
tion II provides background on Linux kernel vulnerabilities
and reviews current memory-safety techniques and tools.
Then, Section III outlines our verification approach. Next,
Section IV presents our evaluation results, which identify
real vulnerabilities in Linux device drivers. Finally, Section V
summarizes our key findings and contributions.

II. MEMORY SAFETY IN LINUX DEVICE DRIVERS
A. Linux Kernel Vulnerabilities

The upstream Linux kernel has experienced a steady in-
crease in reported vulnerabilities, particularly those classified
as high or critical severity by the Common Vulnerability
Scoring System (CVSS), as reflected in Common Vulnera-
bilities and Exposures (CVE) data since 2024 [9] and shown
in Table I. According to Luedtke et al. [10], this trend reveals
an expanding attack surface, reinforcing the urgent need for
enhanced security practices. One key contributor to this rise
is the rapid pace of kernel development, which incorporates
approximately 12, 500 commits per release from around 1, 500
developers. Each release modifies more than 700, 000 lines of
code and expands the Linux codebase by roughly 290,000
lines [11]. Such a scale and complexity significantly elevate the
risk of memory-safety flaws, including memory leaks, buffer
overflows, use-after-free errors, and boundary violations.

TABLE I
LINUX KERNEL VULNERABILITIES IN THE LAST TEN YEARS.

CVSS Severity

Year | Total of CVEs Low Medium High  Critical
2016 216 1 102 88 25
2017 452 3 131 256 62
2018 180 3 87 85 5
2019 291 12 143 108 28
2020 129 2 75 52 0
2021 163 8 75 79 1
2022 310 8 163 135 4
2023 313 4 167 132 10
2024 4346 94 3084 1148 20
2025 4580 1625 2210 745 0

B. Linux Kernel Security Vulnerability Detection Techniques

A wide range of techniques have been proposed to detect
memory-safety issues in the Linux kernel. These techniques
are enforced through a combination of static and dynamic
analysis, run-time enforcement, fuzzing, formal methods, and
hardware-assisted mechanisms. Each technique offers trade-
offs in scalability, precision, and completeness [12]. Table II
provides an overview of the most widely adopted techniques
currently used to detect memory-related vulnerabilities.

Static analysis tools do not execute code, using control and
data-flow analysis to identify potential issues. In that sense,
Coverity [13], Smatch [14], and Coccinelle [15], widely used
options, help detect vulnerabilities, including buffer overflows,
null-pointer dereferences, and use-after-free bugs. Specifically,
Coverity is commonly adopted in the industry, but it is propri-
etary. It relies on annotations to suppress false positives, which
can obscure true bugs or require manual reassessment as code

TABLE II
CURRENT MEMORY-SAFETY TECHNIQUES USED IN THE LINUX KERNEL.

Category Verification Approach

Static Analysis Compile-time detection of memory-related is-
sues using code inspection, data-flow analysis,
or adherence to safe coding standards.
Instrumentation-based runtime analysis to track
program behavior and detect memory violations.
Such tools generate malformed or random inputs
and feed them into a target application to trigger
unexpected behavior.

Dynamic Analysis

Fuzzing Techniques

Run-time Runtime enforcement mechanisms detect
techniques memory-safety violations and either halt
execution, mask behavior, or reduce
exploitability. Software-only ~ mechanisms

include stack canaries, Address Space Layout
Randomization, and Control-Flow Integrity.
This technique enables deterministic sandboxing
using processes or virtual machines to contain
the impact of memory-safety violations.
Systems that enforce memory safety at runtime
by deterministically detecting violations through
hardware extensions. These mechanisms can
prevent or trap invalid memory accesses.
Methods used to prove memory safety and
broader correctness in system properties.

Software Fault Iso-
lation

Hardware memory
protection

Formal methods

evolves. Furthermore, other static tools target specific vulner-
ability classes: KINT detects integer overflows [16], UniSan
finds information leaks due to uninitialized variables [17],
and UBITect uses type-qualifier inference to catch use-before-
initialization bugs [18]. Moreover, K-Miner [19] performs
inter-procedural analysis to detect memory corruption, while
CRIX [20] and K-MELD [21] identify missing error-state
checks and memory leaks, respectively. Finally, tools such as
HERO [22], RID [23], and EeCatch [24] focus on bugs in
error-handling and reference-counting logic.

Besides, dynamic analysis tools instrument programs to
monitor their behavior during execution. Specifically, Valgrind
[25] uses shadow memory to detect invalid memory accesses,
though it incurs significant runtime overhead. AddressSanitizer
(ASAN) [26], in turn, tracks heap, stack, and global buffer
overflows, as well as use-after-free and double-free bugs
by inserting memory red zones and intercepting allocation
routines. Furthermore, UndefinedBehaviorSanitizer (UBSAN)
[27] detects undefined behaviors, including type mismatches,
overflows, and invalid shifts. Moreover, for kernel-space veri-
fication, Kernel AddressSanitizer (KASAN) [28] adapts ASAN
to detect out-of-bounds and UAF errors in the kernel memory
model, relying on shadow memory to track allocation states.
Finally, the Kernel Concurrency Sanitizer (KCSAN) [29]
detects data races through sampling-based watchpoints.

In addition, fuzzing is one of the most effective techniques
for code evaluation. It works by generating malformed or
randomized inputs and observing the system for crashes or
anomalous behavior. In that sense, Modern fuzzers use instru-
mentation to measure code coverage and evolve inputs toward
unexplored execution paths [30]. Specifically, Syzkaller [31],
developed by Google, is the most prominent syscall-level
fuzzer for the Linux kernel. It integrates with sanitizers
such as KASAN and coverage tools like KCOV [32] to



detect memory violations and report them via syzbot [33].
Additionally, several research projects have proposed enhance-
ments to kernel fuzzing. IMF [34] infers syscall dependencies,
MoonShine [35] distills high-quality seeds from syscall traces,
HFL [36] combines fuzzing with symbolic execution for
hybrid exploration, and Difuze [37] uses static analysis to
create well-formed inputs for device driver fuzzing. Finally,
race condition detection has also been addressed by tools
such as Razzer [38] and KRace [39], whereas fuzzers such
as Janus [40] and PeriScope [41] focus on file systems and
hardware interfaces.

In contrast, formal verification exhaustively checks software
behavior against safety properties. In particular, BMC is well-
suited to detecting shallow but critical bugs in kernel C
code. Moreover, CBMC [42] and ESBMC [43] symbolically
execute all paths of a program up to a fixed bound, generating
verification conditions solved via Satisfiability modulo theories
(SMT) solvers. Additionally, Saturn [44] scales this approach
using function summaries and loop unrolling, while Post and
Kiichlin [45] proposed automatic test harness generation to
enable BMC-based verification of Linux drivers. Beyond indi-
vidual components, the seL.4 microkernel project [46] demon-
strates the feasibility of verifying entire OS kernels using
interactive theorem proving. Furthermore, EBF [47] integrates
BMC and fuzzing by using BMC-generated counterexamples
as fuzzing seeds, enhancing bug discovery through thread
delay injection and branch coverage guidance.

Indeed, various verification techniques have been proposed
to mitigate memory-safety issues in Linux device drivers,
including hybrid fuzzing, symbolic execution, and BMC. Tools
like CBMC and Saturn symbolically explore execution paths to
uncover bugs such as buffer overflows and null dereferencing,
while others automate test harness generation for scalability.
However, many of these solutions suffer from practical limita-
tions, such as a lack of integration with kernel build systems,
high manual effort, or poor support for incremental verification
of evolving drivers. To address these gaps, our approach
provides a scalable and automated BMC-based framework
tailored for Linux drivers. It generates harnesses automatically,
integrates with kernel environments, and focuses on isolating
and verifying the codebase of Linux device drivers.

III. VERIFICATION METHODOLOGY

We use LSVerifier, a model-checking-based tool that can
detect software vulnerabilities in Linux device drivers, whose
workflow is shown in Fig. 1. Unlike static analyzers limited
to entry points or fuzzers constrained by coverage, LS Verifier
systematically explores all paths within bounded execution
lengths. In that sense, drivers are instrumented and then veri-
fied by a BMC checker that employs SMT solvers, producing
counterexamples when a safety property is violated.

LS Verifier conducts a comprehensive verification process by
specifying the target source-code directory and the required
configuration, including solver, encoding, and verification
methods. Subsequently, all . c files in the input directory are
examined. In fact, all functions are listed and then ranked
according to a priority system, which considers their failure
likelihood. For instance, functions with pointers as parameters
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Fig. 1. The LSVerifier verification approach for Linux device drivers.

or that perform memory manipulation are usually more prone
to errors, which leads to a priority evaluation. This way, the
most fragile elements are handled first, which results in more
stable systems at early development phases.

At the final stages, an underlying BMC checker executes
C programs up to a bounded depth, in a function-by-function
fashion, thus issuing analysis results: verification successfully,
verification failed, or verification unknown. Different checkers
can be employed, which shall follow the desired assessment.

Any property violations found during a verification proce-
dure are informed and categorized by LS Verifier via a detailed
report. For example, if a buffer overflow is detected, it flags the
problematic function, shows the violated bounds, and gener-
ates a detailed report with the corresponding counterexample,
which aids developers in understanding the root cause. It
includes a sequence of states and transitions that show how a
system evolves from an initial state to a state where a property
is violated. Consequently, by analyzing a counterexample,
developers can understand what causes a violation and then
take corrective actions to fix its underlying issue.

IV. EXPERIMENTAL RESULTS

We have analyzed different kernel versions. Each driver was
instrumented and checked using LSVerifier within a bounded
model-checking context.

A. Challenges In Verifying The Linux Kernel

The Linux kernel verification presents unique challenges
due to its complexity and specific architectural characteristics:
one significant issue is the frequent reuse of global data
structures. Indeed, many subsystems and components share
access to global memory, making it difficult to track their state
and interactions accurately.

Another challenge lies in synchronizing the memory states
between individual system calls and the global kernel state.
Each call operates within its own context but often interacts
with shared global resources, resulting in intricate depen-
dencies and race conditions that are challenging to analyze
and verify systematically. Additionally, the Linux kernel’s use
of pointers introduces deeply nested and complex aliasing
relationships. Pointers may reference other pointers or dy-
namically allocated memory, creating layers of indirection that
complicate the identification of true data dependencies and the



detection of potential vulnerabilities, such as dangling pointers
and use-after-free errors.

Moreover, scalable static analysis tools originally designed
for user-space programs are often ill-suited for the Linux
kernel’s environment. For instance, data-flow analysis in user-
space applications typically starts from a well-defined initial
state, such as the program’s main function. This state provides
a clear starting point for propagating value flows throughout
the analysis. In contrast, the Linux kernel lacks a single entry
point. Instead, it relies on various system call entry points,
interrupt handlers, and other dynamically invoked functions,
making it far more challenging to establish a consistent initial
state. These aspects highlight the need for kernel-specific
verification techniques and tools that ensure both scalability
and accuracy in the analysis process.

B. Experimental Setup

Our experimental evaluation targeted Linux kernel versions
4.19, 5.10, and 6.1, the most commonly deployed in embedded
system projects. ESBMC was integrated into LS Verifier as the
underlying BMC checker, which led to the instrumentation of
device driver code by inserting assertion checks around critical
functions. Since kernel drivers often include deep pointer
chains, dynamic memory allocations, and other complex struc-
tures, we imposed a per-driver time limit on each verification
run to ensure tractable analysis. The BMC symbolic engine
addresses memory safety issues (e.g., pointer safety, array
bounds, and arithmetic overflows) with support from SMT
backends, making it adaptable to a range of verification tasks
and complex memory models, such as those found in kernel
drivers. Finally, we link the identified weaknesses with the
Common Weakness Enumeration (CWE) list.

C. Experiments and Discussion

1) The Interfacing Driver: In the Linux kernel, the Human
Interface Device (HID) driver handles communication with
input devices like keyboards, mice, and gamepads. The core
HID driver parses reports, gets field indexes, and manages
events. The HID subsystem supports various transports, in-
cluding USB, Bluetooth, I12C, and user-space input/output.

During the verification of kernel version 4.14, we were
able to exploit a vulnerability in file hid-core.c. The function
hidinput_change_resolution_multipliers() in hid-input.c could
perform an out-of-bounds write into the valid_bitmap heap
buffer, due to mismatched array sizes for elements usages
and values, classified as CWE-787. An exploit of this flaw
enables a local attacker to corrupt heap metadata and achieve
privilege escalation without additional execution privileges or
user interaction. The verification result is described in Fig. 2.

To address this, the arrays were resized to the same size.
Our fix unifies the allocation of the arrays values and
usages by deriving both sizes from a single parameter.
In hid_register_field(), we allocate a single contiguous block
of memory, as shown in Fig. 3. In the allocator call, we
now reserve entries twice: once for the array usages and
once for the array values, by multiplying usages by the
combined size sizeof{struct hid_usage) + sizeof(unsigned). We
set both field->maxusage and field->maxvalue to

/kernel-4.14/drivers/hid/hid-core.c

Building error trace

Counterexample:

State 2 file hid-core_fix.c line 102

function hid_register_field thread 0

Violated property:

file hid-core_fix.c line 102

function hid_register_ field

array bounds violated: attempt to write 1
element past ‘usages % sizeof (struct hid_usage)’

VERIFICATION FAILED

Fig. 2. Verification results for the HID driver.

usages, so that any later index into either array will stay
within bounds. This guarantees that any subsequent index into
either array remains within its allocated region. By collapsing
the former two-parameter interface into a single-parameter
application programming interface and enforcing identical
bounds for both arrays, we fully eliminate the out-of-bounds
write in hidinput_change_resolution_multipliers() as well as
the corresponding read in hidinput_count_leds().

S colordiff -u hid-core.c hid-core_fix.c

* Register a new field for this report.

*/

struct hid_field *field;

field = kzalloc((sizeof(struct hid_field) +
usages * sizeof(struct hid_usage) +

if (!field)
return NULL;

usages = max_t(unsigned, parser->local.usage_index,

parser-=global.report_count);

if (!field)
return 0;

Fig. 3. Out-of-bounds write (CWE-787) in the HID driver.

2) The Rendering Driver: The Direct Rendering Manager
(DRM) driver manages communication with Graphics Pro-
cessing Units (GPUs), thus enabling user-space programs to
interact with them. It provides features such as display man-
agement, memory management, and command submission.
During the verification of kernel version 5.10, we identified
an out-of-bounds read vulnerability in mtk_dp_debug.c file,
classified as CWE-125. The defect is triggered when the code
evaluates strncmp (opt + 9, "32fs", 4) without first
ensuring that opt is long enough, causing strncmp () to
dereference bytes beyond the end of the option buffer, poten-



/kernel-5.10/drivers/gpu/drm/mediatek/mtk_dp_debug.c

Building error trace
Counterexample:

State 2 file mtk_dp_debug.c line 90
function mtk_dp_debug thread 0
Violated property:

file mtk_dp_debug.c line 90

function mtk_dp_debug
array bounds violated:
element past

attempt to write 1

‘strncmp (opt + 9, "32fs", 4) == 0’

VERIFICATION FAILED

Fig. 4. Verification results for the DRM driver.

tially leading to information disclosure or system instability,
as described in Fig. 4.

To address this potential vulnerability, we ensure that the
value passed to strncmp() never moves beyond its valid range,
as shown in Fig. 5. LSVerifier has confirmed that this change
resolves all out-of-bounds warnings in this function.

S colordiff -u mtk_dp_debug.c mtk_dp_deb

else if (strncmp(opt + 6, "8ch", 3)
mtk_dp_force_audio(6, 0xff,

mtk_dp_force_audio(0xff,
mtk_dp_force_audio(0xff,
mtk_dp_force_audio(0xff,
mtk_dp_force_audio(0xff,

mtk_dp_force_audio(exff,

mtk_dp_force_audio(®xff, oxff, a8);

mtk_dp_force_audio(®xff,

Fig. 5. Out-of-bounds read (CWE-125) in the DRM driver.

3) The Vibrator Driver: The vibrator driver is responsible
for controlling haptic feedback on devices such as smartphones
and is part of the input subsystem. This subsystem manages
various input devices, including those that provide tactile
feedback through vibration.

In the Linux kernel version 6.1, we
null pointer dereference vulnerability in
driver’s isal000_get_devtree_pdata function,

identified a
the vibrator
where the

pointer data—->pwm may be NULL, which is classified as
CWE-476. A NULL pointer dereference usually results in the
process failing unless exception handling (on some platforms)
is available and implemented. Even when exception handling
is being used, it can still be very difficult to return the software
to a safe state of operation. This potential vulnerability can
result in a kernel panic when the Linux kernel is unable to
handle the NULL pointer dereference, as shown in Fig. 6.

a1000_vibrator.c

/kernel-6.1/drivers/vibrator/imagi

Building error trace
Counterexample:

State 1 file isal000_vibrator.c line 488
function isal000_get_devtree_pdata thread 0
Violated property:

file isal000_vibrator.h line 488

function isal000_get_devtree_pdata
dereference failure: NULL pointer

VERIFICATION FAILED

Fig. 6. Verification results for the Vibrator driver.

To address this issue, we ensure that the returned error
code is captured by inserting ret = PTR_ERR (data->pwm).
This change prevents unintended null-pointer dereferences by
properly propagating the error code.

$ colordiff -u isal@@e_vibrator.c isal0e0_

vibrator_ fix.c

#endif
if (IS_ERR(pdata-=pwm)) {
isa_err("error to get pwms(%d)", IS_ERR(pdata-
=pwm) ) ;

goto err_out;

#endif

Fig. 7. NULL pointer dereference (CWE-476) in the Vibrator driver.

V. CONCLUSION

Memory-safety vulnerabilities continue to pose significant
risks in low-level systems, and decades of empirical evidence
suggest that detection and mitigation alone have not been
sufficient to eliminate them [11], [30]. Consequently, a com-
plementary methodology is indeed necessary, aiming to catch
problems through automated code analysis.

The present work fills in this gap by identifying and
patching previously undocumented vulnerabilities in upstream
Linux device drivers through formal verification. To address
these persistent challenges, we introduced a scalable formal
verification framework that focuses on verifying individual
subsystems rather than re-analyzing the entire kernel for
each release. Using LSVerifier with ESBMC, we identified
and resolved critical memory errors in Linux device drivers,
including an out-of-bounds write, CWE-787, an out-of-bounds
read, CWE-125, and a null pointer dereference, CWE-476.



The obtained results highlight that formal verification
not only complements existing dynamic techniques, such as
fuzzing and sanitization, but also excels at uncovering deep
semantic bugs that traditional methods often miss. Future
work will focus on enhancing kernel verification by addressing
module stacking interactions, asynchronous task handling, and
contextual resource allocation, as well as extending the anal-
ysis toward inter-procedural behaviors, concurrency effects,
interrupt-driven executions, and driver life-cycles verification
to better reflect full driver execution semantics, building on
the prioritization approach that strengthened LS Verifier.
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