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Abstract—Testing is paramount in evaluating DTV software
quality while developing digital TV (DTV) receivers. It is about
executing tests and looking for the most effective and efficient
approaches, i.e., the ones that present high coverages in short
running times. However, in addition to the system software
modules usually present in DTV environments, there is also the
middleware element, which surely involves application program-
ming interfaces and specific execution environments, leading to a
thorough conformance evaluation. Moreover, as a complex entity,
DTV middleware may require broader verification, even with
scenarios going beyond what is exposed in standards. The present
work addresses these aspects and introduces an automated
test generation methodology using fuzzing and pairwise testing
tailored for the middleware DTV Play used in the Brazilian DTV
system. It speeds up testing processes, enabling quicker cycles and
more thorough evaluation steps.

Index Terms—Representational State Transfer, Application
Programming Interface, Software Testing, Fuzzing, Pairwise,
Digital TV.

I. INTRODUCTION

Software testing is essential to verify and validate mod-
ules, thus ensuring they function as intended [1]-[4]. Beyond
functional verification, testing plays a key role in identifying
potential vulnerabilities and improving the security and per-
formance of software modules [1].

In the context of digital TV (DTV) receivers, interactive
middleware modules must undergo rigorous evaluation. A
compromised middleware module could expose sensitive user
information, including financial data [1], [4]. Additionally,
such modules must conform to specific industry standards
to ensure consistent functionality across different devices and
environments [1].

It is common practice to address these requirements using
test suites and verification tools during checking processes [5],
[6]. When properly configured and organized, such resources
can provide a structured approach to testing, leading to a
comprehensive evaluation of a module’s functionality, reli-
ability, and robustness [5], [7]. Besides, test suites can be
manually or automatically created, even employing fuzzing
techniques specifically crafted to find edge cases and security
vulnerabilities [1], [5].

For DTV middleware, one significant risk is the infiltration
of malicious code through applications or application program-
ming interface (API) requests. This is particularly concerning

for the middleware used in the Brazilian digital television
system (SBTVD), known as DTV Play, which includes a
comprehensive representational state transfer (REST) API
for peripheral devices, such as smartphones [8]. Therefore,
automated and in-depth testing of such interfaces is critical to
ensure robustness.

However, generating automated tests for REST APIs, par-
ticularly using fuzzing, presents a unique challenge. Fuzzers’
effectiveness is often measured by how many APIs they can
activate or how much code coverage they achieve within a
specific timeframe or budget. To generate valid requests that
explore a target API thoroughly, a fuzzer must be capable
of automatically providing valid parameters by resolving API
dependencies.

This study builds upon the work of Oliveira et al. [9],
addressing the challenges outlined above by introducing a
methodology for automated test generation specifically target-
ing the DTV Play’s REST APIL It uses fuzzing techniques
to generate test scenarios that traditional approaches, such as
official test suites, may overlook. This enhanced methodology
aims to improve the robustness and reliability of DTV Play,
ultimately contributing to the overall performance of DTV
environments.

The methodology improves robustness and reliability by
utilizing smart fuzzing to generate a wide variety of unpre-
dictable and edge-case test inputs that are often missed by
traditional testing approaches. Fuzzing systematically explores
the input space of the API, identifying potential vulnerabilities,
crashes, or unexpected behaviors that may occur under real-
world conditions. By simulating diverse and anomalous usage
patterns, the method uncovers hidden issues that might affect
the stability and security of the DTV Play system. This auto-
mated, thorough exploration enhances the overall performance
of DTV environments by ensuring they are resilient to a
broader range of inputs and operational scenarios.

The proposed tests were applied to the official DTV Play
test suite, created by an SBTVD’s special group. They focused
on the REST API provided by its common core web services
(CCWS) submodule. The results suggest that these new tests
effectively complement the existing test suite by identifying
unaddressed scenarios that can reveal hidden errors.



The methodology developed in this study verifies and ex-
pands a suite’s current test coverage through an exploratory
approach. Identifying new error conditions and weaknesses
during the experiments demonstrates its potential to signifi-
cantly enhance the quality and security of DTV middleware
modules.

This paper is organized as follows. Section II presents
related studies, which help define the associated scientific
basis. Then, Section III provides the basic knowledge em-
ployed in our work. Next, Section IV introduces the proposed
architecture. After that, Section V presents an implementation
of it, while Section VI exposes our experiments and discusses
application aspects, with the goal of proposal validation.
Finally, the associated conclusions are shown in Section VIIL.

II. RELATED STUDIES

The work developed by Silva et al. [2] presents an au-
tomated testing architecture that provides conformance and
robustness test scenarios for multimedia processing infrastruc-
tures employed in DTV receivers. It highlights the challenges
posed by consumer electronics devices, which lack optimized
and flexible infrastructures to support multimedia services.
Their methodology aims to verify the current test coverage
provided by a test suite and expand it through an exploratory
study. Experiments with a real implementation, focusing on
DTV receivers conforming to the SBTVD standards, demon-
strated the methodology’s effectiveness by revealing robust-
ness and conformance issues in an already mature and tested
multimedia stack. Additionally, based on fuzzing techniques,
the test generation engine successfully created an uncommon
scenario that was not detected by popular tools, underscoring
the proposed solution’s importance.

In connection with this, Maia et al. [5] address the recent
enhancements to the open standards related to middleware
DTV Play adopted in Brazil, which now incorporate integrated
broadcast-broadband concepts. These advancements allow for
greater cooperation within local DTV networks and access
to broadband content. Indeed, traditional testing of interactive
applications may now prove inadequate due to these new
aspects. Moreover, manually validating network scenarios in-
volving CCWS, which relies on the hypertext transfer protocol
(HTTP), can be time-consuming and error-prone. To address
this issue, they propose a real-time analysis methodology for
automatic testing of CCWS, leading to test procedures that
are, on average, 66.84% faster than manual testing. They also
highlight the efficiency of this automated approach in handling
the expanded functionality of DTV systems.

Expanding on this theme, Junior er al. [3] explores an in-
novative methodology focused on DTV Play, using flowcharts
and user interfaces to detail its test. Validation through au-
tomated test equipment (ATE) reports error rates and quality
metrics during implementations, delving into code integration,
testing methods, and conclusions drawn from evaluating DTV
devices with DTV Play. This paper concludes by reinforcing
the impact of automated testing methodologies, emphasizing
their role in improving the reliability and quality of DTV

middleware systems. As such, this research provides a solid
basis for further exploring automated testing frameworks in
DTV middleware, contributing to ongoing advancements in
this field.

Overall, the studies mentioned here collectively contribute
to the growing body of knowledge on automated testing
methodologies for DTV systems, highlighting both the chal-
lenges and the potential of automated solutions to improve
conformance, robustness, and efficiency in this critical area of
digital broadcasting.

III. BACKGROUND

The next sections present the basic knowledge used in
our work. Specifically, we tackle REST APIs, fuzzing, and
pairwise.

A. REST API

REST is a design approach for network-based software
typically implemented via HTTP [10]. However, it is not
strictly tied to any specific protocol [11], and an API designed
using it is referred to as a REST APIL.

When employed for communication between clients and
servers, a REST API should offer a format that allows valid
requests and guidelines for interpreting their responses [11].
Requests are composed by the following elements:

o endpoint, which indicates the uniform resource locator
(URL) of an API and may consist of several tokens or ar-
guments separated by “/”, e.g., /token/:arg and /token/arg;

e method, which regards HTTP methods, i.e., POST for
creating, GET for retrieving, PUT for updating, PATCH
for partially updating, and DELETE for removing data;

o parameter, which is accepted as key-value pairs and can
be either required or optional.

e return response, which is a status code indicating the
outcome of clients’ requests to a server.

B. Fuzzing

Fuzzing is an automated software testing method that gen-
erates random inputs to induce errors in target systems [12].
It aims to detect program anomalies, logical errors, or design
flaws, using data that seem correct but may implicitly carry
non-conformances or wrong elements.

Fuzzers can also be smart and possess some knowledge of
the target entity, based on usual implementations, standards, or
even code descriptions. Besides, they usually employ special
strategies, such as grammars, to enhance effectiveness and
code coverage.

C. Pairwise Testing

Pairwise testing is a technique that employs a combinatorial
approach, where every possible unique pair of input parame-
ters is tested for all conceivable discrete combinations [13].

Besides, it is widely known that bugs usually result from
a single parameter or interaction among parameters [13], the
latter being rare. Consequently, it offers a trade-off without
significantly sacrificing coverage [14].



IV. THE PROPOSED METHODOLOGY

The proposed methodology aims to generate tests in an
automated way, as illustrated in Fig. 1. It is based on a process
structured into four main steps: (1) input parameter definition,
(2) test case generation, (3) test case execution, and (4) result
evaluation.
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Fig. 1. A detailed overview of the proposed methodology.
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The first step involves an initial mapping of all information
that can be changed, including data domain, dependencies
between variables, specific behaviors of values, and business
requirements. The pairwise technique identifies the number of
combinations for each parameter, ensuring the generation of
relevant and valid tests during the fuzzing phase.

In the second step, once all parameters have been properly
mapped, the test construction process begins. Firstly, in the
Grammar Generator stage, the grammatical and logical
rules that guide test creation are defined, including variable
interaction and restrictions. Next, Test Generator applies
pairwise and fuzzing, combining the inputs of the previ-
ously defined variables according to the existing rules. Then,
Test Builder sets up and validates tests, ensuring that the
pre-established quality and functionality standards are met.

The third step tackles test execution. It checks the specific
route to be evaluated and the set of previously generated test
cases, following the basic approach presented by Oliveira et al.
[9]. Moreover, it executes the generated tests, interacting with
a REST API according to the specified inputs. This procedure
not only verifies whether the implementation respects the
established rules and conditions but also provides an objective
evaluation of a system’s performance and compliance.

The fourth step gathers essential data on how a REST API
responds to inputs. During its analysis, it examines whether
the responses are technically correct and whether they comply
with the defined functional and non-functional requirements.
This includes checking for accurate data and appropriate be-
havior in different scenarios and observing possible deviations
or anomalies. A deep understanding of these results is crucial

to identify and correct any faults or irregularities that may
compromise the performance or integrity of a REST APL

V. AN IMPLEMENTATION OF THE PROPOSED
ARCHITECTURE

The proposed methodology was evaluated by implementing
a tool based on it, performed on a personal computer running
the operating system Ubuntu 22.04. The programming lan-
guage Python [15] was employed, along with the framework
Flask! and the library pywebview 2, which resulted in the initial
interface responsible for extracting information from the target
API, as illustrated in Fig. 2.
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Fig. 2. The software interface for registering API parameters.

When collecting data, the tool’s initial step detects the
HTTP method used in a request. Then, it identifies parameters
in the associated URL and classifies them based on their data.
Finally, fuzzing is employed to create variants.

Next, it concentrates on filling in the parameters sent in the
request body. They are presented as variable names along with
their corresponding data types.

Fig. 3 illustrates another part of the URL data records,
providing a detailed view of the process used to log both
success messages and error codes returned by a route. The
associated parameters and their respective values are systemat-
ically presented alongside the returned messages for successful
responses. This enables a clear understanding of how the data
flows during successful transactions. In contrast, error codes
are carefully cataloged when errors occur, offering detailed
insight into potential failures that require further investigation.
This comprehensive logging mechanism captures all possible
outcomes, from successful executions to errors, providing a
holistic view of a system’s behavior.

Such an approach not only aids in identifying and trou-
bleshooting issues but also facilitates performance analysis
and system optimization by offering precise data for future
improvements. This level of detailed logging is crucial for
ensuring a system’s robustness and reliability, particularly in

Uhttps://flask.palletsprojects.com/en/3.0.x/
Zhttps:/pywebview.flowrl.com/



complex environments where multiple parameters and error
conditions must be monitored.
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Fig. 3. The software interface for logging the API’s return messages.

VI. SIMPLE EXPERIMENTS AND SOME DISCUSSION

The methodology proposed in this work introduces a novel
approach to automated API testing using smart fuzzing tech-
niques. Unlike traditional fuzzing, which randomly generates
inputs to test API robustness, smart fuzzing focuses on in-
telligently creating input variations based on the data types
and parameter structures extracted from API endpoints. This
ensures that the generated tests are more targeted and relevant,
leading to improved coverage and the discovery of otherwise
overlooked vulnerabilities.

The developed tool was used to evaluate the client autho-
rization/authentication and broadcaster security APIs: CCWS’s
route groups 8.1.1, 8.1.2, 8.7.1, 8.7.2, and 8.7.3 [8], whose
results are detailed in Table I. Our tool surpassed the official
suite, producing 94 additional tests, with its smart fuzzing
method that tackles missed data, thus enhancing coverage.
This was achieved by exploiting parameter variants, which
resulted in a more comprehensive evaluation. Moreover, 3 new
weaknesses were found, which would otherwise go unnoticed.

Indeed, these tests tackled missed data from the official
test suite and improved coverage by exploring edge cases and
parameter variations. Each new test case was constructed based
on the parameter types identified during API analysis, ensuring
meaningful and valid inputs.

The key innovation of our methodology lies in its modular
nature, particularly in Step 3, which automates the creation of
test cases. As illustrated in Fig. 1, this step can be adapted to

TABLE I
THE PERFORMANCE OF THE IMPLEMENTED TOOL, INCLUDING ORIGINAL,
NEW, AND FAILED NEW TESTS.

Route | Original tests | New tests | Failed new tests
8.1.1 21 72 0
8.1.2 11 27 0
8.7.1 6 15 1
8.7.2 6 15 1
8.7.3 6 15 1
Total 50 144 3

test any REST API, provided the necessary data is supplied in
Step 1. This enables the generation of a customized grammar
for the target API, ensuring that the automated test builder in
Step 2, also shown in Fig. 1, produces valid and context-aware
test cases.

This adaptability demonstrates the tool’s broader applicabil-
ity, enabling it to test other APIs while maintaining its robust
capabilities in finding vulnerabilities through smart fuzzing.

VII. CONCLUSION

This study proposes a methodology for test creation using
fuzzing and pairwise testing to evaluate middleware modules
conforming to the DTV Play’s specifications, focusing on
identification, application authorization, and broadcaster secu-
rity features. Such tests were created following the respective
standard [8]. The efficiency and effectiveness of this approach
were demonstrated as it was able to automatically create 94
new tests that resulted in 3 new violations without the need
for human intervention.

This outcome is considered positive, as the methodology not
only efficiently generated a significant number of new tests
but also identified new violations, proving its effectiveness in
detecting issues that might not have been discovered through
manual testing. This improves test coverage while reducing
time and effort, making the approach both cost-effective and
scalable. Therefore, the proposed methodology adds signifi-
cant value to the testing process, highlighting its potential for
further use and optimization.

For future work, additional features will be added to expand
the scope of our methodology, incorporating other scenarios
involving APIs for accessing the DTV context. Additionally,
we are exploring ways to integrate our methodology with
existing platforms and the home environment, creating a
more cohesive and effective system. Such enhancements can
significantly increase the usefulness and applicability of our
automated testing approach.
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